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BRIEF WORDS FROM THE GUEST EDITOR

The last months of 2022 delivered me a very pleasant —and yet a heavy burden
— task: put together a group of authors and organize a theme issue for the
Medicine & Law Journal, to be released during the first quarter of 2023.

Once the main theme was defined — the importance of information in healthcare
services — the idea that was put into practice was to invite scholars, professors,
and specialists to share their view, and to offer a broad perspective on the
subject, considering patient’s rights, physician’s duties, ethical commands,
new technologies, and bioethics.

The result of this mission is what we see in the following pages: fifteen papers
offering a broad overview from different angles and countries, discussing the
role of information and its relation to autonomy and consent, demonstrating
that Medical Law is constantly evolving, and our role as researchers is, more
than answering to problems, to pose new questions that will help understand
health sciences from a legal point of view, establishing a fruitful dialogue that
will benefit society as a whole.

Patient autonomy refers to the right of individuals to make decisions about their
own medical treatment and healthcare, free from coercion or undue influence.
Adequate information is a key component of patient autonomy, as it enables
individuals to make informed decisions about their own health and medical
treatment. In modern jurisdictions, patient autonomy is protected by both
legislation and ethical principles, which aim to ensure that individuals receive
the information they need to make informed decisions and to participate fully
in decisions about their own health and medical treatment.

The research developed by the authors to deliver these works demonstrates
and reinforces what I have been defending for several years: Medical Law, in
addition to its constant evolution, is necessarily intertwined with other sources
of Law, and has a wide intersection with reality, interacting directly with
the spectrum of contemporary changes in the social fabric, uniting tradition,
innovation and technologies in a very harmonious and original way.



2 Medicine and Law

Without any further delay, I wish you a positive and thought-provoking reading
experience.

With my warmest regards,
Eduardo Dantas

Recife, January 2023
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PERSONAL HEALTH DATA IN THE BRAZILIAN GENERAL
PERSONAL DATA PROTECTION LAW: PECULIARITIES
AND PROTECTIVE SCOPE

José Luiz de Moura Faleiros Janior!

Abstract: Personal health data is regarded as sensitive data in the
Brazilian General Personal Data Protection Law (Law No. 13.709,
of August 14, 2018). As there is no need for the prioritization of
consent or any other hypothesis for the processing of personal data,
it is important to know the limits for which the figure designated in
the law as “to protect health” has greater value. It is from this that the
theme-problem and the hypothesis of this article are extracted, aiming
to clarify the ballast situations for the processing of personal data in
terms of what is meant by health protection. To this end, concepts and
clarifications on important aspects of the law and its incidence will
be presented. In methodological terms, the paper will be based on the
deductive method, starting from introductory and conceptual aspects
of the law to advance towards more in-depth outlines on the chosen
hypothesis of processing personal data. At the end, a conclusion will
be presented.

Keywords: Personal Health Data; Brazilian General Personal Data
Protection Law; Health Protection; Data Processing; Sensitive
Personal Data

Introduction

Personal health data is regarded as sensitive data in the Brazilian General
Personal Data Protection Law —Law No. 13.709, of August 14,2018 —and its
processing is only permitted in specific hypotheses listed in Chapter II of the

1  Ph.D Candidate (Civil Law) at the University of Sao Paulo, Brazil. Ph.D Candidate
(Law, Technology and Innovation) at the Federal University of Minas Gerais, Brazil.
Master of Laws at the Federal University of Uberlandia, Brazil. Has experience with
cyberlaw, data protection, blockchain, cryptocurrencies, compliance, e-gov and tort
law. Attorney-at-law. E-mail: jfaleiros@usp.br

3
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law, titled “Requirements for the processing of data”. The regime structured
according to the conceptual dichotomy between personal data and sensitive
personal data is the preponderant factor for seeking greater clarity in defining
the scope of each regime and in the contexts of application of each data
processing hypothesis.

Thus, as there is no need for the prioritization of consent or any other
hypothesis for the processing of personal data, it is important to know the
limits for which the figure designated in the law as “to protect health” has
greater value. It is from this that the theme-problem and the hypothesis of this
article are extracted, aiming to clarify the ballast situations for the processing
of personal data in terms of what is meant by health protection. To this end,
concepts and clarifications on important aspects of the law and its incidence
will be presented.

In methodological terms, the paper will be based on the deductive method,
starting from introductory and conceptual aspects of the law to advance towards
more in-depth outlines on the chosen hypothesis of processing personal data.
At the end, a conclusion will be presented.

1 Introductory Notes on the Brazilian General Personal Data Protection
Law and its Scope

The Brazilian General Personal Data Protection Law—Law No. 13.709, of
August 14, 2018 (the “LGPD”)—defines, in its Article 5, two conceptual
types of personal data: (i) personal data, which is all information regarding an
identified or identifiable natural person (item I); (ii) sensitive personal data:
personal data concerning racial or ethnic origin, religious belief, political
opinion, trade union or religious, philosophical or political organization
membership, data concerning health or sex life, genetic or biometric data,
when related to a natural person (item II).

Long before the LGPD, the Law on Access to Information (Law No. 12.527
of November 18, 2011, or “LAI") already provided, in its Article 4, item I, a
very similar concept, but with an inversion between the words “information”
and “data”: “I - information: data, processed or not, that can be used for the
production and transmission of knowledge, contained in any medium, support
or format”. Still, there is, in the LAI, the concept of “personal information” in
Article 4,item I'V, which defines it as “that related to an identified or identifiable
natural person”—and this is a definition closer to the one that inspired the
edition of the two initial items of Article 5 of the LGPD.
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What cannot be denied is that the repertoire of Article 5, item II (sensitive
personal data) is quite broad and, due to the well-known influence of the
European experience in the construction of the Brazilian law, it is noteworthy
that the legislator structured the dichotomous model between personal data and
sensitive personal data, when, on the other hand, there is a broader category of
personal data and only three categories are highlighted and conceptualized in
a more detailed way so that they are given greater protection, in the European
Union’s General Data Protection Regulation (Regulation 2016/679(EU), the
“GDPR”). The three categories are as follows: genetic data, biometric data,
and data concerning health.

Here are the concepts of the European GDPR:

Article 4
EU GDPR
“Definitions”

For the purposes of this Regulation:

(1) ‘personal data’ means any information relating to an identified or identifiable
natural person (‘data subject’); an identifiable natural person is one who can
be identified, directly or indirectly, in particular by reference to an identifier
such as a name, an identification number, location data, an online identifier or
to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person;

(..)

(13) ‘genetic data’ means personal data relating to the inherited or acquired
genetic characteristics of a natural person which give unique information about
the physiology or the health of that natural person and which result, in particular,
from an analysis of a biological sample from the natural person in question;

(14) ‘biometric data’ means personal data resulting from specific technical
processing relating to the physical, physiological or behavioural characteristics
of a natural person, which allow or confirm the unique identification of that
natural person, such as facial images or dactyloscopic data;

(15) ‘data concerning health’ means personal data related to the physical
or mental health of a natural person, including the provision of health care
services, which reveal information about his or her health status;>

2 European Union. General Data Protection Regulation (2016/679(UE)). Available at
https://gdpr-text.com/pt/read/article-4/ Accessed on Dec. 30, 2022.
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Itis undeniable that legal doctrine has always faced the controversial conceptual
distinction between “data” and “information’. Despite this, the technological
evolution that has marked recent years, especially since the 1990s—when
the Internet became popular—has raised the importance of understanding
the most peculiar aspects of information, challenging the reframing of the
fundamental right to privacy. For this reason, the legislator opted to grant
greater legal protection to personal data classified as “sensitive”, identifying it
in line with the protective set housed by the Brazilian legal system that is based
on the recognition of the prominence of personality rights and the important
amalgamation contained in the repertoire of fundamentals of Article 2 of the
LGPD and in the conceptualization of Article 17 of the law, which enunciates
the ownership attributed to the natural person over their data based on three
very important fundamental rights: privacy, freedom and intimacy.

The doctrine is not pacific in relation to the nature of the list of item II of
Article 5 of the LGPD—whether exhaustive or exemplary —, which reveals
the correlation of the hypotheses listed with the projections of the individual’s
personality, conjecturing the desired protection of the data subject*—which
is, according to Articles 5, item V, and 17 of the law, only the natural person,
and not the legal entity—due to the phenomenon that the doctrine has been
investigating for years about the construction of these projections from the
incessant data flows.

For Laura Schertel Mendes, “(...) the vitality and continuity of the Constitution
depend on its ability to adapt to new social and historical transformations,
enabling protection of citizens against new forms of power that arise in
society”. In other words, it appears that the new technology of electronic

3 Doneda D. O direito fundamental a prote¢do de dados pessoais. In: Martins GM, Longhi, JVR
(ed.). Direito digital: direito privado e Internet. 2" edition. Indaiatuba: Foco, 2019, p. 37.

4 Adivergente opinion in that of Tomasevicius Filho E., Sousa MA. A prote¢do de dados
da pessoa juridica e a Lei Geral de Protecdo de Dados. Consultor Juridico, 22 jan. 2021.
Available at https://www.conjur.com.br/2021-jan-22/opiniao-protecao-dados-pessoa-
juridica-1gpd. Accessed on Dec. 30, 2022.

5 Mendes LS. Privacidade, protegcdo de dados e defesa do consumidor: linhas gerais de
um novo direito fundamental. Sao Paulo: Saraiva, 2014, p. 169, freely translated. In the
original, ““(...) a vitalidade e a continuidade da Constituicdo dependem da sua capacidade
de se adaptar as novas transformagdes sociais e histdricas, possibilitando uma protecdo
dos cidaddos contra novas formas de poder que surgem na sociedade”.
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communications has inaugurated a new era®, and it is no longer possible to
disregard the framework of data protection as an autonomous category of
personality rights (positive freedom), in contrast to the fundamental right to
privacy (negative freedom)’.

In this sense, consent is often remembered?®, as it is listed, in the LGPD, as
a hypothesis for the processing of personal data (Art. 7, I) and also for the
processing of sensitive personal data (Art. 11, 1), based on a concept structured
in the law itself (Art. 5, XII), by which “consent” is the “free, informed
and unambiguous manifestation whereby the data subject agrees to her/his
processing of personal data for a given purpose”. However, the possibility
of processing personal data (Art. 7, VIII) and sensitive personal data (Art.
11, 11, “f”) is also foreseen for “health protection”, configured, in both cases,
“exclusively, in a procedure performed by health professionals, health services
or health authorities”.

Such doubts require careful analysis so that the scope of one or another data
processing hypothesis is not too broad, to the detriment of the others, in effusive
recognition of the virtues of one or the other, as the LGPD “brought little in
terms of protection of health data, focusing mainly on the continued economic
exploitation by the [health] sector™. In subsequent topics, more detailed
distinctive considerations will be presented on the chosen data processing
hypothesis and some critical reflections on its scope of incidence.

2 “Health Protection” among the Hypotheses (‘legal grounds”)
for the Processing of Personal Data

“Information” as a concept, considered and interpreted without context, not
being sufficient to directly or potentially identify the natural person to which

6 Brzezinski ZK. Between two ages: America’s role in the technetronic era. New York:
Viking Press, 1971, p. 11.

7 Bioni BR. Protecdo de dados pessoais: a funco e os limites do consentimento. Rio de
Janeiro: Forense, 2019, p. 92-93.

8  Miragem B, Madalena J. Artigo 7°. In: Martins GM, Longhi JVR, Faleiros Junior, JLM
(ed.). Comentdrios a Lei Geral de Protecdo de Dados Pessoais. Indaiatuba: Foco, 2022,
p- 68.

9  Chaves JGP. Responsabilidade civil por danos a personalidade no tratamento de dados
pelo setor da satdde. In: Tomasevicius Filho E. (ed.). A Lei Geral de Prote¢do de Dados
brasileira: andlise setorial. Sdo Paulo: Almedina, 2021, v. 1, p. 324, freely translated. In
the original, “pouco trouxe no que diz respeito a protecdo dos dados de satide, focando
principalmente na continuidade da exploragdo econdmica pelo setor”.
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it relates, is insignificant for the purposes described in the Brazilian LGPD.
The informational context that inspired the legislator to define a vast repertoire
of fundamentals (Art. 2), concepts (Art. 5), principles (Art. 6) and individual
rights (Art. 18) related to the protection of personal data finds its ballast in
the recognition that the change brought about by the digital transformation is
inescapable and unstoppable.

That said, it is important to note that the protection of health has its own and
undeniably challenging contours in the context of the protection of personal
data. This is because such data are considered sensitive, but although there are
legal grounds for it (Art. 11, IL, “f”, of the LGPD), sometimes consent will be
the best option for their processing.

That said, it is important to remember that the legislator distinguished the legal
grounds — technically considered “requirements” for the processing of data —
in specific hypotheses for the personal data conceptualized in Article 5, item I,
and for sensitive personal data, that article 5, item II, describes. The former are
listed in Article 7 of the law, and the latter in Article 11.

Here’s a comparative summary'’:

Art. 7 Processing of personal data shall Art. 11. The processing of sensitive
only be carried out under the following personal data shall only occur in the
circumstances: following situations:

I — with the consent of the data subject; I — when the data subject or her/his legal

representative specifically and distinctly
consents, for the specific purposes;

II — for compliance with a legal or IT — without consent from the data subject, in
regulatory obligation by the controller; the situations when it is indispensable for:

a) controller’s compliance with a legal or
regulatory obligation;

10 Brazil. Law No. 13.709 of Aug. 14, 2018. General Personal Data Protection Law
(LGPD). Available at http://www.planalto.gov.br/ccivil_03/_at0o2015-2018/2018/lei/
113709.htm Accessed on Dec. 30, 2022.
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IIT - by the public administration, for

the processing and shared use of data
necessary for the execution of public
policies provided in laws or regulations, or
based on contracts, agreements or similar
instruments, subject to the provisions of
Chapter IV of this Law;

b) shared processing of data when
necessary by the public administration for
the execution of public policies provided in
laws or regulations;

IV — for carrying out studies by research
entities, ensuring, whenever possible, the
anonymization of personal data;

¢) studies carried out by a research
entity, whenever possible ensuring the
anonymization of sensitive personal data;

V — when necessary for the execution of a
contract or preliminary procedures related
to a contract of which the data subject is a
party, at the request of the data subject;

d) the regular exercise of rights,

including in a contract and in a judicial,
administrative and arbitration procedure,
the last in accordance with the terms of
Law No. 9,307, of September 23, 1996 (the
“Brazilian Arbitration Law”);

VI — for the regular exercise of rights
in judicial, administrative or arbitration
procedures, the last pursuant to Law
No. 9,307, of September 23, 1996 (the
“Brazilian Arbitration Law”);

VII — for the protection of life or physical
safety of the data subject or a third party;

e) protecting life or physical safety of the
data subject or a third party;

VIII - to protect the health, exclusively,
in a procedure carried out by health
professionals, health services or sanitary
authorities; (New Wording Given by Law
No. 13.853/2019)

f) to protect the health, exclusively,

in a procedure carried out by health
professionals, health services or sanitary
authorities; (New Wording Given by Law
No. 13,853/2019)

IX — when necessary to fulfill the legitimate
interests of the controller or a third party,
except when the data subject’s fundamental
rights and liberties which require personal
data protection prevail; or

X — for the protection of credit, including
as provided in specific legislation.

g) ensuring the prevention of fraud and

the safety of the data subject, in processes
of identification and authentication of
registration in electronic systems, respecting
the rights mentioned in Art. 9 of this Law
and except when fundamental rights and
liberties of the data subject which require
protection of personal data prevail.
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It is to be noted that certain details were neglected by the legislator, which is
something even repetitive and confusing in some aspects of differentiating
personal data in relation to sensitive personal data. The presence of the word “only”’
in the caputs of the two provisions indicate the exhaustiveness of the hypotheses
presented. However, with regard to sensitive personal data, the redundancy that
was maintained stems from the need to indicate the purpose of the treatment,
which is already contained in Art. 9, item I, of the law, and reappears in Art. 11,
item I, when it reads that the manifestation of consent for data collection must be
given “in a specific and prominent way, for specific purposes”.

If there are no conditions for the application of the hypothesis of health
protection, the consent of the data subject will appear as a plausible alternative
for carrying out data processing. And, in this regard, it should be noted that
consent is seen by the legislator as a true “trigger” for filtering the undue
collection of data.

In summary, through the consented collection of personal data, including
sensitive personal data (Arts. 5, X, and 11, I), the observance of a specific
purpose (which is, in fact, a very important principle of the law, in Art. 6,
I) is required. Thus, as consent becomes the fundamental criterion for data
processing, it becomes essential that the individual knows how to discern the
limits and risks to be faced when providing personal data to a certain agent.

In this regard, it is worth mentioning the distinction made between consent
for medical care and consent for the processing of personal data. On the
subject, Flaviana Rampazzo Soares explains that “it is possible to state that
[the patient’s consent to health care] is subject to the LGPD with regard to the
data and information related to it, and not regarding the object and purpose of
the consent itself (which is a specific service), and the incidence of the LGPD
will be limited to what concerns data processing”!!.

Another particularly peculiar point is the use of items (ten in all) to list the
legal grounds of Article 7 and, as for the legal grounds of Article 11, the use of

11 Soares, FR. Consentimento no direito da satide nos contextos de atendimento médico
e de LGPD: diferengas, semelhangas e consequéncias no ambito dos defeitos e da
responsabilidade. Revista IBERC, v. 4(2): 18-46, may/aug. 2021, p. 34, freely translated.
In the original, “¢é possivel afirmar que o [consentimento do paciente no atendimento em
saude] estd sujeito a LGPD no que tange aos dados e informacdes a ela relacionados,
e ndo quanto ao objeto e objetivo do consentimento em si (que é um especifico
atendimento), e a incidéncia da LGPD se circunscreverd ao que disser respeito ao
tratamento de dados”.
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items and letters. One detail, in this regard, stands out: in the case of sensitive
data, consent appears in a separate item (Art. 11, item ), while all other legal
grounds for treatment appear listed in the seven letters (from “a” to “g”) of the
subsequent item (Art. 11, item II).

Article 59, in its sole paragraph, of the Constitution of the Federative Republic
of Brazil commanded the legislator to enact supplementary law to provide for
the elaboration, wording, amendment and consolidation of laws. It is important
to remember that such legislation already exists and is extremely important: it
is Complementary Law No. 95, of February 26, 1998, that states in Article 10
the existence of hierarchy between items and letters.

The aforementioned law is quite clear in hierarchizing the subdivision of items
into subparagraphs, and these into items. There is, therefore, no horizontality
between items and paragraphs, but there is verticality between items and
letters. This leads to the following question, based on a literal and systematic
interpretation of Articles 7 and 11 of the LGPD: would the legislator, when
listing consent in a specific item of Article 11 and the other legal grounds in
letters of another item, have chosen to confer greater value (and consequent
preponderance) to consent? The question is difficult to answer and there is
little investigation in this regard, but it seems to make sense, especially if
analyzed in terms of the informational context illustratively presented in the
first lines of this article.

In addition, there is a lack of clarity about what is meant by “health protection”,
especially due to the fact that the concepts of Articles 7, VIII, and 11, II, “f”
restrict the scope of the norm “exclusively” to “procedures”. The first term,
an adverb, linked to the second, a noun, opens room for discussions about the
extension of the very concept of “procedure” in health matters, which, strictly
speaking, cannot be confused with the principle of “purpose” for processing
data (Art. 6, I), which is necessarily orbital in relation to the person’s clinical/
medical care. In addition, the repetition of the hypothesis in the list of items
in Article 7 is curious, since data related to health are considered sensitive
because they are expressly included in the conceptual description of the law as
such (Art. 5, II).

It is not denied that, in the collection of data orbitally treated to enable the
protection of health in carrying out health procedures, “common” personal
data and sensitive personal data are intertwined and it is impossible to separate
them to assign different protection measures to each dataset. However, for
the specific purposes of the health protection hypothesis, the very concept of
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health-related data is extremely important and, in this regard, the European
GDPR was much more detailed and elucidative than the Brazilian LGPD, as
it identified a key condition for the characterization of these data, that is, “that
reveal information about your health status”'>.

3 Peculiarities and Application Context

The hypothesis that best justifies the treatment of health-related data is the
one that appears in letter “f” of item II of Article 11, as the wording also
contains specific conditions: it must occur in a procedure carried out by health
professionals, health services or health authorities' . It is noted, at first glance,
the need to conceptualize the term “procedure” in order to discuss the invocation
of this hypothesis. Furthermore, it should be noted that the aforementioned
item was amended by Provisional Measure No. 869/2018 (later converted into
Law No. 13.853/2019) to include “health services” in the list of those who are
authorized to invoke health protection as legal grounds for processing data.

The scope of application of the LGPD, already explained in the previous
topic, considers the protection of personal data and sensitive personal data.
However, the data covered by the hypotheses described in Article 4 of the law,
which makes clear the protective scope sought by the legislator. Regarding
the principles applicable' to the processing of personal data, Article 6 of
the LGPD indicates the legislator’s objective of restricting the processing of
personal data, requiring that there be strict observance so that the lawfulness
of the activity is recognized.

The concern with net neutrality'” and the principle of nondiscrimination (Art.
5, IX) take on special contours when investigating the protection of sensitive

12 European Union. General Data Protection Regulation (2016/679(UE)). Available at
https://gdpr-text.com/pt/read/article-4/ Accessed on Dec. 30, 2022.

13 Brazil. Law No. 13.709 of Aug. 14, 2018. General Personal Data Protection Law
(LGPD). Available at http://www.planalto.gov.br/ccivil_03/_ato2015-2018/2018/lei/
113709 .htm Accessed on Dec. 30, 2022.

14 The list of principles brought by the law includes the following postulates: purpose,
suitability, need, free access, data quality, transparency, security, prevention, non-
discrimination, accountability and accountability.

15 Provided for in art. 9 of the Marco Civil da Internet (Law n° 12.965/2014), net
neutrality defines the beacons of privacy, curbing the informational power of a few large
corporations and aiming to guarantee that all information that travels on the network is
treated in the same way, navigating at the same speed, that is, at the speed of contracting,
preventing certain corporations from overlapping the State itself. Lloyd 1J. Information
technology law. 6". edition. Oxford: Oxford University Press, 2011, p. 40-43.
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personal data, since, due to its nature, such data reveal an increase in the risks
of personal stratification and stigmatization of people from profiles traced by
processing collected data's.

Consent is considered by the legislator as a trigger for filtering improper data
collection. It was decided to admit data processing through the consented
collection of personal data, including sensitive personal data (Articles 5, XX
and 11, I), but the observance of a specific purpose is required. The problem —
already signaled by the doctrine—is that ordinary citizens are not used to
caring as much about digital information as about those stored on paper, even
when they reveal the same facts: “having a stranger break into your house is
inevitably more violating than having one hack into your email”'”.

Regarding consent as legal grounds for the processing of personal data, the
debate is wide and deserves further investigation'®. There are other issues to
be considered, such as the unnecessary written form for consent (see Article
8 of the LGPD), or the distinction between the adjectives “specific” and
“highlighted”, which the law attributes to the form of consent in Article 11,
item I. According to Chiara Spadaccini de Teffé, the term ‘highlighted’ “can
be interpreted in the sense that it is important that the holder has full access to
the document that will inform all the relevant facts about the processing of his
personal data, and such provisions must be highlighted so that the expression
of consent takes place in accordance with the law”"°,

As for the rest, without a doubt, the reiteration of a good part of the content of
Article 7 in Article 11 indicates the legislator’s intention in assigning special
care to sensitive personal data: it was decided to attribute greater protection to
that category of information considered most valuable. In the case of sensitive
personal data, the context in which the data was kept or used turns out to be
more important than the data itself.

16 Rodota S. A vida na sociedade da vigildncia: a privacidade hoje. Translated by Danilo
Doneda and Luciana Cabral Doneda. Rio de Janeiro: Renovar, 2008, p. 56.

17 Sumner S. You: for sale. Protecting your personal data and privacy online. Waltham:
Syngress/Elsevier, 2016, p. 10.

18 Mulholland CS. Dados pessoais sensiveis e a tutela de direitos fundamentais: uma andlise
a luz da Lei Geral de Protecdo de Dados (Lei 13.709/18), Revista de Direitos e Garantias
Fundamentais, v. 19(3): 159-180, sep./dec. 2018, p. 160-162.

19 Teffé CS. Dados pessoais sensiveis: qualificagdo, tratamento e boas préticas. Indaiatuba:
Foco, 2022, p. 149, freely translated. In the original: “(...) pode ser interpretado no sentido
de que é importante que o titular tenha pleno acesso ao documento que informara todos
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A list of names and addresses, for example, would normally not be considered
sensitive, but this interpretation could change depending on context. Equally
controversial is the consideration of the actions of each treatment agent
(controller or operator, according to the concepts of Article 5, VI and VII),
which may lead to civil liability, as expressly provided for in Article 42, §
1. This specific theme gives rise to a huge stir regarding the classification,
for example, of the employee or public servant in the concept of “operator”
(equivalent to the GDPR’s data processor) that the law presents as someone
in a subordinate capacity. Those are unsettling subjects, but for another time.

Alongside this, the studies of Helen Nissenbaum, who argues that there is a
social value attributable to personal information, serving as a ‘ruler’ for the
conceptualization of what is appropriate or not, should be expressly mentioned.
The author defends the use of “contextual privacy” as a heuristic decision-
making process in which the center of analysis results in the capture of the
complete meaning of privacy and the substitutes for an eventual violation®.

It means that, in addition to several specific and obviously harmful situations,
it is to be expected that the investigation of a possible violation—especially
for the purpose of assessing civil liability —transcends the mere objective
verification of the fact and enters the contextual intricacies of damage and use
of the data.

The last aspect to be considered concerns paragraphs 4 and 5 of Article 11 of
the LGPD:

Art. 11.(...)

§4 Communication or shared use between controllers of sensitive
personal data referring to health in order to obtain an economic
advantage is prohibited, except in hypotheses related to the provision
of health services, pharmaceutical assistance and health insurance, as
long as the paragraph 5 of this article is observed, including auxiliary

os fatos relevantes sobre o tratamento de seus dados pessoais, devendo tais disposi¢des
virem destacadas para que a expressdo do consentimento ocorra conforme a lei”.

20 Nissenbaum H. Privacy in context: technology, policy and the integrity of social life.
Stanford: Stanford University Press, 2010, p. 231-233.
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diagnostic and therapeutic services, in benefit of the interests of the
data subject and also to allow:

I - data portability of data when requested by the data subject; or

II - the financial and administrative transactions resulted from the use
and provision of the services referred to in this paragraph.

§5 Operators of private health care plans are prohibited from processing
health data for the practice of risk evaluation in any modality of hiring,
as well as the hiring and exclusion of beneficiaries. (Included by Law
No. 13,853/2019)*

The processing of personal data is conceptualized in Article 5, item X, of the
LGPD: it is “any operation carried out with personal data, such as collection,
production, receipt, classification, use, access, reproduction, transmission,
distribution, processing, filing, storage, deletion, evaluation or control of
the information, modification, communication, transfer, dissemination or
extraction”.

It should be highlighted that mere access or storage on the device already
allows the action to be classified as an activity for the processing of personal
data. However, §4 of Article 11 refers to a different concept: that of “shared
use”. This figure is also described in the law, in Article 5, item XVII, as the
“communication, dissemination, international transfer, interconnection of
personal data or shared processing of banks of personal data by public agencies
and entities, in compliance with their legal capabilities, or between these and
private entities, reciprocally, with specific authorization, for one or more types
of processing allowed by these public entities, or among private entities”.

It means that the controller who has access to health-related data must keep
them with him, not being allowed to share them with third parties to achieve
economic purposes. The exceptions are clearly listed in §4, which also
mentions the subsequent §5, which prohibits the implementation of these data
for risk assessment.

21 Brazil. Law No. 13.709 of Aug. 14, 2018. General Personal Data Protection Law
(LGPD). Available at http://www.planalto.gov.br/ccivil_03/_at0o2015-2018/2018/lei/
113709 .htm Accessed on Dec. 30, 2022.
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On the subject, Analuza Dallari highlights the following:

A unified, interoperable and fluid health system is planned to increase
the competitiveness and efficiency of the sector, which can bring
many benefits to health as a whole and to the journey of individual
and collective care. In this sense, the principles set out in the current
National Policy on Information and Informatics in Health (PNIIS),
established by Ordinance GM/MS n° 1.768/2021. The PNIIS defines
the guiding principles and guidelines for the public and private
sectors to effectively integrate health information systems, promoting
innovation, supporting the digital transformation of health work
processes and improving governance in the use of information,
health solutions information technology and digital health, as well as
transparency,security and access to health information by the population
and improvement of the citizen’s health. But the institution of an open
health system in the country does not escape the proper application of
the LGPD and the scrutiny of the State’s supervisory power and, most
likely, the healthtechs that develop and provide ICT solutions will
compose the complex digital health system of the “Sistema Unico de
Satide”. The deadline for society’s contribution, offered by Technical
Note No. 31/2022/CGN/ANPD ended on August 22, 2022. It is very
likely that the health area is included in the Regulatory Agenda of
the ANPD for the biennium 2023- 2024 and, in addition to article 11,
paragraph 4 of the LGPD and 13 of the LGPD, article 11, paragraph
3 of the Law must also be observed. For this task, it is essential that
the ANPD establish a dialogue with other key sector actors for the
proper interpretation and regulation of the LGPD in the health area,
even to avoid unnecessary obstacles for the sector: Ministry of Health,
National Agency for Supplementary Health, Council National Health
Agency, National Health Surveillance Agency, among others (Conep,
Conass, Conasems, private associations).??

22 Dallari AB. Interpretagdo do artigo 11, pardgrafo 4° da LGPD no contexto pds-pandemia.
Consultor Juridico, Aug. 26, 2022. Available at https://www.conjur.com.br/2022-ago-26/
analluza-bolivar-artigo-11-1gpd-contexto-pos-pandemia Accessed on Dec. 30, 2022. In
the original version: “Planeja-se um sistema de satide unificado, interoperavel e fluido
para aumentar a competitividade e eficiéncia do setor, o que pode trazer muitos beneficios
para a satide como um todo e para a jornada de cuidado individual e coletivo. Nesse
sentido os principios dispostos na atual Politica Nacional de Informagao e Informdtica
em Sadde (PNIIS), instituida pela Portaria GM/MS n° 1.768/2021. A PNIIS define
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Certainly, all this concern denotes the legislator’s special care with data related
to health, which allows a return to the question previously raised: should
consent prevail for the treatment of these types of data? From everything
observed, prudence seems to impose an interpretation of the list of legal
grounds of item II of Article 11 of the LGPD in conjunction with the principles
that the law itself describes, with emphasis on prevention (Art. 6, VIII) and for
responsibility and accountability (Art. 6, X).

If it is possible to obtain consent, it must guide the treatment activities (and
also those for shared use, in the restricted cases of the final section of article
11, paragraph 4 of the LGPD), striving for the protection of the data subject.
The hypothesis related to the protection of health, contained in Article 11, II,
“f”, of the law, considered in a supplementary character and attached to the
“procedures” mentioned there, must be adopted in restricted and more specific
situations, waiving consent only due to total infeasibility (technical, practical
or as a matter of time) to achieve it.

Conclusion

In this brief investigative path, an attempt was made to highlight the difference
in regimes and requirements for the processing of “common” personal data
and sensitive personal data, with emphasis on the different hypotheses defined
by the legislator for each regime, in Articles 7 and 11 of the LGPD, especially
the “guardianship of health”. Its differences in relation to consent, in addition

os principios e diretrizes norteadores para os setores publico e privado efetivarem a
integragdo dos sistemas de informagdo em satdde, promovendo a inovacdo, apoiando a
transformag@o digital dos processos de trabalho em satide e aprimorando a governanga
no uso da informagéo, das solu¢des de tecnologia da informagdo e da satde digital, bem
como a transparéncia, a seguranga e o acesso as informagdes em satide pela populagido

e melhoria da saidde do cidaddo. Mas a instituicio de um sistema de open health no

pais ndo escapa a adequada aplicagcdo da LGPD e ao escrutinio do poder fiscalizador do
Estado e, muito provavelmente, as healthtechs que desenvolvem e fornecem solugdes em
TICs comporio o complexo sistema de satide digital do Sistema Unico de Satide. O prazo
para a contribuic@o da sociedade, oferecido pela Nota Técnica n° 31/2022/CGN/ANPD
encerrou-se em 22 de agosto de 2022. E bastante provavel que a drea da satde esteja
contemplada na Agenda Regulatéria da ANPD para o biénio 2023-2024 e, além do artigo
11, § 4°da LGPD e 13 da LGPD, o artigo 11, § 3° da Lei também deve ser observado.
Para esta tarefa, € primordial que a ANPD estabeleca didlogo com outros atores setoriais
fundamentais para a adequada interpretagdo e regulamentagdo da LGPD sobre a drea da
sadde, até para evitar entraves desnecessarios para o setor: Ministério da Satide, Agéncia
Nacional de Satide Suplementar, Conselho Nacional de Satide, Agéncia Nacional de
Vigilancia Sanitdria entre outros (Conep, Conass, Conasems, associacdes privadas)”.
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to the disparity of elements characterizing the very concept of “data related
to health” in Brazilian law, allowed us to identify the value of the conceptual
detail brought by Article 4.°,n.° 15, of the European GDPR in order to advance
in the interpretation of Brazilian law.

In matters such as the processing of personal data, identifying the context in
which the principles of the law are applied expands possibilities so that a concept
such as “health protection” can be properly assessed, and, in this concept, there
is no doubt of the more restrictive scope of the law, which uses the adverb
“exclusively” when referring to “procedures” in health matters as the only
context for applying such hypothesis of data processing. It is possible to state,
from this, that the term “procedure” is configured as an objective criterion
for invoking the hypothesis; in addition, there is a subjective criterion, which
involves the characterization of the treatment agent as a health professional,
health service or health authority.

If one of the criteria is absent, the hypothesis designated by law as “health
protection” will not be relevant and the treatment agent must resort to another.
It is for this reason that we must reaffirm the importance of consent as a
supplementary hypothesis for the processing of personal data, which must
be adopted whenever necessary and feasible, including and especially for
the legal security of the health professional or the health service, since health
authorities may resort to constraints applicable to the administrative regime to
which they are submitted due to the function they fulfill.
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I. Introduction

The modern relationship between physicians and patients from a legal point
of view, is ruled by two center pillars, called Autonomy and Consent. And
what binds these elements together is information. Not only the quality of
information, but also the bureaucracy created to ensure patient s rights and to
protect doctors from accusations of malpractice.

Over the last fifteen years, the theories of informed consent were added with
the notion of informational negligence, i. e., the damages suffered by a patient
that were caused by an unsatisfactory or inadequate amount of information
given during the process of treatment, or information withheld from the
patient, or even information that were transmitted in scientific terms that could
not be properly understood by a lay person.

What we seek to demonstrate here is that informed consent is not the final
objective of disclosing proper information in a medical relationship. Consent is
but a part of the process of exercising choice. Only by letting the patient choose,
and therefore, truly enforcing autonomys, it will be possible to avoid negligence.

In modern medicine, legal requirements are just as important as scientific skills
to fulfil the duty of care, and safe practice cannot be achieved without proper
knowledge of these concepts.

However, when one speaks about the right to information in the healthcare
context, there is an almost automatic association to the expression “informed
consent”. It is virtually unanimous nowadays in modern society the idea that
every medical intervention or experiment must be previously understood and
consented by the patient or subject of research, to prevent liability.

II. Informed Consent, the Duty to Inform and Informed Choice

There are several legal issues regarding consent, and litigation is increasing in
relation to consent issues. Too many aspects need to be taken into consideration
for consent to be considered valid, such as when consent was obtained
and whether the risks have been explained; moreover, whether they were
understood by the patient (sometimes, cultural issues or language barriers can
be a complication); whether the patient is a minor (if so, mature or not to decide
by him/herself ); whether an adult patient has legal capacity to decide (and
also, if having legal capacity to decide, clinical capacity is absent); whether an
oral consent constitutes enough evidence that information has been given and
understood. But above all —and that is precisely the object of this study — whether
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the patients have been given sufficient, adequate, complete information, so that
they can decide, and not just consent to a physician “s suggestion.

Very often, tough, physicians and health care providers misunderstand the
concept of the so-called informed consent®.

Informed consent is the authorization given by the patient to undergo treatment,
based on the knowledge of the nature of a medical procedure, and be submitted
to risks, side effects, possible complications, benefits, and alternatives to the
proposed treatment. In other words, it is the acceptance of the services to
be delivered by a healthcare professional, after understanding what is being
consented to.

It is necessary to understand that the process of consenting constitutes, at
the same time, a patient “s right and a physician “s duty. The patient must
be informed in a clear and comprehensible way, according to his cognitive
capabilities, about his diagnostic, risks, prognosis, and existing treatment
alternatives, even those the doctor does not think fit for the specific case.

It is also important to point out that the mere act of reading and signing a paper,
a consent form, is not enough to release the physician from his duties, from
his obligation to inform accordingly (even if this written form is an important
piece of evidence of due diligence).

The right to be informed has nothing, or very little, to do with the true exercise
of patient “s autonomy. The act of consenting to some treatment, research,
experiment, or surgical procedure is just part of a bigger process, where the
patient can exercise its autonomy. Someone can consent, based on the trust put
over the doctor, based on indifference, fear, or even because it didn’t receive
all necessary information to really choose among different possible options.

Informed consent is often mistaken by informed choice — this last one being
essential to achieve the fulfilment of the right to be informed (and the physician
“s duty to inform). The patient needs not only receive, but also understand the
information that has been handed over, and not just simply receive it without
processing it properly. Information without comprehension is legally void,

2 “Itis always an open question whether an autonomous person with the capacity to give an
informed consent actually has, in any specific instance, given an informed consent, in the
sense of making an autonomous choice to authorize or refuse an intervention”. Faden, R.,
Beauchamp, T. L. ‘A History and theory of informed consent’, Oxford University Press,
1986, p. 237.



24 Medicine and Law

because it could be proven that the patient consented (or signed a consent
form) but did not exercise his right to free and informed choice. His autonomy
would be jeopardized.

In the same direction, Sheila McLean? highlights the importance of information
in the process of consenting and choosing:

“One way, it seems obvious, that we can facilitate the making of a valid
choice, is by ensuring that the patient is provided with the wherewithal
to make a decision in the first place. In other words, the patient needs
information on which to base his or her choice. The “informed”,
or more accurately informational, aspect of consent is the element
that focuses on the patient “s right to receive relevant and sufficient
information in order to enable him or her to make a decision. It is
generally assumed, then, that — in the absence of a competent refusal
to receive any information that might be offered — a valid consent (or
refusal) depends on the sharing of information with the patient. The
doctor is, therefore, under an obligation to share information with his
or her patient”.

To the patient, it is necessary to be in possession of all the elements possible
for his understanding, so that he can, in fact, exercise the faculty of consenting
to the proposed treatment or intervention, choosing another of the existing
alternatives, although less indicated by the attending professional, or even
refusing to be treated. This procedure, which includes informed consent without
being confused with it, is called an informed choice. Fernanda Schaefer adds
transparency and trust as essential pillars of this relationship:

“The doctor responds to the trust placed in him by placing his knowledge
at the service of the patient, protecting his physical and mental integrity
and ensuring his privacy and his clinical data, respecting his autonomy.
The patient responds to the doctor’s loyalty by revealing whatever is
necessary for his diagnosis and treatment, fulfilling the therapeutic
determinations and even fighting for his cure. Therefore, there is no
doubt that fidelity, transparency and trust are basic principles that
guide the doctor-patient relationship and the collection of clinical
data, aiming to simplify the conduct, thus imposing a more humanized
relationship and the recognition of special condition of the patient (...)

3 McLean, Sheila A. M., ‘Autonomy, Consent and the Law’, Routledge-Cavendish, 2010, p. 42
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Fidelity, transparency and trust are not only generic ethical references,
but general clauses that go beyond mere ideals of behavior; they play
a harmonizing role and, by assuming different features, impose on the
doctor and the patient the duties of loyalty and mutual collaboration
to achieve the intended ends, namely treatment and, when possible,
cure for the ailments that afflict the sick—functionalized protection of
clinical data as a guarantee of human dignity.”

Appropriate information seems to be the main element about patient s
autonomy rights. The information, to be “appropriate”, does NOT need to
meet the doctor “s assessment of the situation, but the patient “s. All relevant
data, alternatives (even those the physician thinks are not recommended to the
case, based on its experience) and risks must be disclosed to the patient, in an
understandable way, to provide sufficient elements for a decision — a choice —
to be made. This — and not consenting — is the real exercise of autonomy.

In Brazil, Federal laws, such as Law 8.080/1990 (Consumer “s Defense Code)
article 7, section V, reinforces to the patient the right to information about his/
her health conditions; Law 10.741/2003 (Elderly “s Protection Act) ensures the
right to choose the most favourable health treatment; Law 9.434/1997 (Organ
and Tissues Transplantation) requires consent for every procedure. State Laws
also regulates patient “s rights, such as Law 10.204/1999 (Sao Paulo); Law
14.254/2003 (Parand); and Law 16.279/2006 (Minas Gerais).

The Medical Ethics Code (Resolution 2.217/2018 — Brazilian Federal Council
of Medicine) issues a series of deontological commands that leaves no room
for doubt about the legal nature of the right to be informed, being at the same
time a patient’s right and a physician’s duty:

Art. 15 — [Doctors are forbidden] § 3. To practice a medically assisted
procreation procedure without the participants being in full agreement
and duly informed about it.

Art. 22 — [It is forbidden for the physician] to fail to obtain consent
from the patient or his legal representative after clarifying him about the
procedure to be performed, except in cases of imminent risk of death.

4 Schaefer F. Telemdtica em saiide e sigilo profissional: a busca pelo equilibrio entre
privacidade e interesse social. Curitiba: Jurud; 2010. p. 141-142.
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Art. 24 — [Doctors are prohibited from] Failing to guarantee the patient
the exercise of the right to decide freely about his person or well-
being, as well as exercising his authority to limit it.

Art. 31 — [Doctors are prohibited from] Disrespecting the right of the
patient or his/her legal representative to decide freely about carrying
out diagnostic or therapeutic practices, except in cases of imminent
risk of death.

Art. 34 — [The doctor is prohibited] Failure to inform the patient of
the diagnosis, prognosis, risks, and objectives of the treatment, except
when direct communication could cause harm, in which case, he must
notify his legal representative.

Art. 42 — [Doctors are prohibited from] Disrespecting the patient’s
right to freely decide on a contraceptive method, always clarifying the
indication, safety, reversibility, and risk of each method.

Art. 44 — [Doctors are prohibited from] failing to clarify the donor,
recipient or their legal representatives about the risks arising from
exams, surgical interventions, and other procedures in cases of organ
transplants.

Art. 73 — [It is forbidden for the physician] to reveal a fact that he has
knowledge of by virtue of the exercise of his profession, except for
just cause, legal duty or written consent of the patient.

Art. 101 — [Doctors are prohibited from] Failing to obtain from the
patient or their legal representative the term of free and informed
consent to carry out research involving human beings, after due
explanations about the nature and consequences of the research.

§ - In case the research subject is a minor, in addition to the consent of
his legal representative, his free and informed assent is required to the
extent of his understanding.

Art. 110 — [The doctor is forbidden] to practice medicine, in the
exercise of teaching, without the consent of the patient or his
legal representative, without ensuring his dignity and privacy or
discriminating against those who deny the requested consent.
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II1. The Construction of Brazilian Jurisprudence

When it comes to the Brazilian courts of law, the recent years have been
showing a steady and growing development towards the recognition of
informational liability, a different kind of malpractice that doesn’t rely on the
results of a medical treatment or intervention (i.e., doesn’t need an effective
medical malpractice) to determine civil liability and the right to compensation
in favor of patients who haven’t been properly informed, preventing them to
exercise their true autonomy, even though consenting to a proposed treatment
or intervention.

In 2007, another case, involving plastic surgery (AgRg in Ag 818.144/SP) had
a similar result, with the court ruling that “the physician who do not inform
his patient about the risks of surgery is negligent, being liable for all damages
resulting from the intervention”.

In the opposite direction, a case judged in 2009 (REsp 1.051.674/RS) exempted
the doctor from being considered responsible for an unexpected result, because
he proved the fulfillment of the duty to inform.

In 2010, The Superior Court of Justice (STJ) decided in favor of the plaintiff,
helding a blood bank liable for lack of proper communication of test results
(REsp 1.071.969/PE).

Another case, originated from the Justice Court of the State of Minas Gerais
(Civil Appeal n. 1.0223.08.246703-4/001), and ruled in 2013, help in the task of
defining the consequences of informational negligence. It refers to a litigation
between a patient and his dentist. The dentist was forced to pay the patient a
compensation for moral damages, due to a fracture caused in the patient “s jaw,
during a tooth extraction procedure. Compensation was not granted as a direct
result of the fracture, which was proved to be a potential risk of that treatment,
but because the dentist failed to fulfil his duty to inform the patient about the
risks inherent to that kind of procedure.

In 2018, a paradigmatic decision was ruled by the Superior Court of Justice
(REsp 1540580/DF) in the sense that there is an effective fulfillment of the
duty of information when clarifications are specifically related to the specific
case of the patient—generic information is not sufficient. For this reason,
generic consent (blanket consent) should not be considered valid, needing to
be clearly individualized.
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There is a common belief that the doctor — holder of technical knowledge —,
in the performance of his activities, can use whatever he considers to be in the
best interests of the patient.

However, the decision taken by the STJ did not turn a blind eye to the evolution
in the doctor-patient relationship and the irreversible mitigation of paternalism.
The decision recognizes that the patient has “the ability to self-govern, to make
choices and to act according to his own deliberations”.

The rapporteur for the judgment, Justice Luis Felipe Salomao, recognized in
his winning vote that the damage, and the duty to indemnify were configured
in view of the “violation of the self-determination of the patient who could not
freely choose to submit or not to the foreseeable risk™.

Thus, based on the principle of the dignity of the human person, and on the
constitutional guarantee that “no one will be forced to do or not do anything
except if determined by the law” (Federal Constitution art. 5°, II), the STJ
recognizes that it is the patient who must establish the limits of the physician’s
performance. This supports the need for the physician to act only after obtaining
the patient’s express consent.

In the words of Justice Salomao: “what is sought is the establishment of a
negotiation relationship, in which the doctor shares his technical knowledge
and guarantees the patient the decision-making based on his own values, in the
exercise of his autonomy.”

In addition, the STJ decision recognizes the legal value of the UNESCO
Universal Declaration on Bioethics and Human Rights:

Article 5 - Autonomy and individual responsibility

The autonomy of people regarding decision-making, if they assume
the respective responsibility and respect the autonomy of others, must
be respected. In the case of persons unable to exercise their autonomy,
special measures must be taken to protect their rights and interests.

Article 6 - Consent

1. Any preventive, diagnostic or therapeutic medical intervention must
only be carried out with the prior, free, and informed consent of the person
concerned, based on adequate information. Where appropriate, consent
must be express and the data subject may withdraw it at any time and for
any reason, without this resulting in any disadvantage or harm.
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This relevant decision by the STJ is a leading case, indicating that as a rule, for
the medical act to be legitimate, it must be the result of information provided
to the patient, and decided by him, the patient. This conduct guarantees legally
valid medical practice.

The ruling is summarized by the court:

SPECIAL RESOURCE. VIOLATION OF ART. 535 of CPC/1973.
NO OCCURRENCE. PHYSICIAN’S CIVIL LIABILITY FOR
BREACH OF THE DUTY TO PROVIDE INFORMATION.
NEED FOR SPECIALIZATION OF INFORMATION AND
SPECIFIC CONSENT. OFFENSE TO THE RIGHT TO SELF-
DETERMINATION. VALUATION OF THE SUBJECT OF RIGHT.
CONFIGURED EXTRA-BALANCE DAMAGE. CONTRACTUAL
DEFAULT. OBJECTIVE GOOD FAITH. DOCTOR’S BURDEN
OF PROOF.

1. There is no violation of article 535, II, of the CPC, when, although
the motion for clarification was rejected, the matter under examination
was duly faced by the Court of origin, which issued a reasoned ruling,
even if in the opposite direction to the claim of the recurrent.

2. The relationship between doctor and patient is a special provision of
services, the object of which encompasses extremely relevant attached
duties, in addition to technical intervention aimed at treating the
disease, among which is the duty to provide information.

3. The duty of information is the physician’s obligation to clarify the
patientaboutthe risks of the treatment, its advantages and disadvantages,
the possible techniques to be employed, as well as the disclosure
regarding the prognosis and the clinical and surgical conditions, except
when such information may affect you psychologically, at which time
the communication will be made to your legal representative.

4. The principle of autonomy of will, or self-determination, based on
the constitution and provided for in several international documents,
is the source of the duty to inform and the related right to free and
informed consent of the patient and advocates the appreciation of the
subject of law behind the patient, emphasizing their ability to self-
govern, to make choices and to act according to their own deliberations.
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5.There will be effective fulfillment of the duty to provide information
when clarifications are specifically related to the patient’s case,
and generic information is not sufficient. Likewise, to validate the
information provided, the patient’s consent cannot be generic (blanket
consent), needing to be clearly individualized.

6. The duty to inform is a duty of conduct arising from objective good
faith and its simple non-compliance characterizes contractual default,
a source of civil liability per se. Compensation, in these cases, is due
for the deprivation suffered by the patient in his self-determination,
for having been deprived of the opportunity to weigh the risks and
advantages of a certain treatment, which, in the end, caused him
damages that could not have been caused, if the procedure was not
performed, at the option of the patient.

7. The burden of proof as to compliance with the duty to inform and
obtain informed consent from the patient rests with the doctor or
hospital, guided by the principle of procedural collaboration, in which
each party must contribute with the evidence that can be more easily
provided. required.

8. The subjective liability of the physician (CDC, art. 14, § 4) does
not exclude the possibility of inversion of the burden of proof, if the
requirements of art. 6, VIII, of the CDC, and the professional must
demonstrate that he has acted with respect to the applicable technical
guidelines. Precedent.

9. In the absence of specific legislation to regulate the duty of
information, the Consumer Protection Code is the diploma that
performs this function, making the duties of informing clearly, loyally
and accurately very strict (art. 6, III, art. 8, art. 9).

10. Special appeal granted, to recognize the non-pecuniary damage
caused by the breach of the obligation to inform.

In the ruling, the Fourth Panel of the Superior Court of Justice highlighted that
“the relationship between doctor and patient is a special provision of services,
whose object includes attached duties, of paramount importance, in addition to
the technical intervention aimed at the treatment of the disease, among which
is the duty to inform”.
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Part of the doctrine calls the duties attached to contractual relationships as
“additional duties of conduct”, which are essential to the correct processing of
the obligatory relationship in which the provision is part. These are duties that
do not directly concern the preparation or the perfect performance of the service,
but that are of interest to the regular development of the contractual relationship.

The attached duties of conduct derive from good faith, oblige the parties to
consider the rights and interests of the contractual partner, are more pronounced
duties in long-term contractual relationships than in instant performance
obligations and are undeniably present in all legal relationships. mandatory.

In the economic sector, the shift from a goods-producing economy to a service-
based one is the main characteristic of the transition from industrial society to
post-industrial society. Services are the basis of a post-industrial society and
in it what counts is not muscle power or energy, but information, which comes
to represent the central resource and, within organizations, a source of power.
In consumer relations, there is a true informational monopoly: the supplier
concentrates all the relevant information regarding the products or services
offered by him in the market.

Within the scope of contractual obligations, the limits of private autonomy,
in the sense of freedom to contract or the self-regulation of legal relations by
individuals according to their will, are today one of the fundamental issues
of national contractual and private law, perhaps even the most fundamental
from them.

In contemporary times, the ease of access to information — due to technological
means — opposes the disinformation resulting from its excess. Consumers are
constantly hit by an expressive volume of data, news, research, suggestions,
and recommendations, from varied and often unreliable sources. The constant
“bombardment” of data and information can confuse and accentuate the
vulnerability of the consumer, who finds himself disoriented amid so many
different and often conflicting recommendations. It is fundamental, therefore,
to reach the balance point, since the excess of information, in fact, misinforms.

The Superior Court stated in the present case that the fulfillment of the duty
to provide information will only be effective “when the clarifications are
specifically related to the patient’s case, the generic information not being
sufficient”, in such a way that “to validate the information provided, the
patient’s consent cannot be generic (blanket consent), needing to be clearly
individualized”.
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The mass reality of the supply of health services commonly deviates from this
guideline. As a rule, the informed consent terms are standardized, often written
in technical language, not adequate to the unique and personal characteristics
of each patient.

The use of imprecise or incomprehensible expressions due to their technicality
is not compatible with the duty of good faith, from which the duty of
information derives. It is also necessary that the information be transmitted in
an appropriate way for its recipients.

It is the information that gives the consumer the possibility of using the
products marketed with complete safety and in a way that satisfies their
interests, medical services included, since only the well-informed consumer
can fully enjoy the economic benefits that the product or service provides, as
well as protect adequately from the risks they present.

Information is one of the techniques for coping with the imbalance of knowledge
among contracting parties and, in the context of protecting the life and health
of consumers, the right to information is an autonomous manifestation of
the obligation of security. Hence the notion that the violation of the right to
adequate and clear information removes from the consumer the possibility of
self-determination.

A quadripartite classification of the main categories of information deductible
from art. 31 of the CDC, namely: a) information-content, corresponding to
the intrinsic characteristics of the product and service; b) information-use, to
clarify what the product or service is used for and what it is used for; c) price-
information, related to the cost, forms and conditions of payment of the product
or service; and d) information-warning, which refers mainly to the risks of the
product or service. Based on these distinctions previously highlighted by the
STIJ, the jurisprudential understanding of the true scope of the right and the
related duty to inform was consolidated.

The exact delimitation of what constitutes adequate information, however,
varies according to the nature and characteristics of the product or service,
demanding an assessment in the specific case. And the burden of proof
regarding compliance with the information requirements rests with the
health care provider — it was stated in the judgment itself that “the subjective
responsibility of the physician (CDC, art. 14, § 4) does not exclude the
possibility of reversing the burden of proof, if the requirements of art. 6, VIII,
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of the CDC, and the professional must demonstrate that he has acted with
respect to the applicable technical guidelines”.

In the specific case, “the change in previously agreed surgical procedures was
made unilaterally by the doctor in charge, with the appellants not having been
informed about the new approach or its risks”. Even though the professional
has mastery of the technique of providing services, it is the physician’s duty to
share with the patient all the necessary information so that he can understand
the risks of the procedure or treatment.

Ultimately, it is the patient’s right, which can only be well exercised when
well informed, to decide whether to submit to the act. Deprived of basic and
necessary information, the consumer cannot self-determine. And even if there
is no error or harm to the patient’s health by carrying out an intervention other
than that initially planned, the violation of the attached duty of information
may autonomously give rise to the duty to indemnify.

The autonomy of the damage subcategories is justified both by their own
characteristics and by the different impacts they cause on human beings.
In addition, individualization achieves greater concreteness of the right to
effective compensation for damages.

However, for each modality or autonomous category of damage to be duly
repaired, itis necessary to produce specific evidence of its differentiated aspects,
as well as to petition, or contest separately for each claim. The Magistrate will
also consider them individually, seeking congruence and adequate grounds for
their decision.

IV. Closing Remarks

These are examples on how the understanding of the law, and its interpretation
by the superior courts are shifting towards the recognition of information as
the foundation of patient-physician relationship, and how it can redefine the
concept of medical malpractice, making it wider and thus expanding medical
responsibilities beyond technical knowledge, stressing the importance of legal
compliance in the daily practice.

Its practical relevance — including for damage prevention purposes, serving
as an incentive to implement preventive measures in the health care services
— stems from its didactic character resulting from the precise identification of
each of the different types of damage that are being indemnified.
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As this author once wrote: “We re used to talk and read about patients’ rights
and medical liability, but it”s time to start thinking about shared responsibilities,
to start thinking about patients’ duties, since they're granted the power of
actually choosing how their life and treatment must be conducted. And with
great power, comes great responsibility.”
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Abstract: This study aims to identify and address the new challenges
to the protection of personal data arising from the use of artificial
intelligence and big data in combating the Covid-19 pandemic in
the Luso-Brazilian context. This research proposes to investigate
the parameters for an effective patient protection in the context of
the Covid-19 pandemic, with regard to the appropriate assignment
of civil liability for damages possibly caused by the use of the
aforementioned technologies and to the delineation of guidelines for
the implementation of artificial intelligence in strict compliance with
personal data protection policy (in particular, sensitive personal data).
For this purpose, this study adopts the logical-deductive method,
particularly using Brazilian and Portuguese bibliographic sources.
This theoretical path leads to the recognition that, despite the potential
benefits, the algorithms developed for the diagnosis of Covid-19 can
cause particularly onerous results, mainly due to their significant
degree of inaccuracy. Furthermore, in the medical field, when it comes
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to the processing of sensitive personal data, among the main risks
are the irregular processing of personal data, automated decisions in
the processing of such data and the lack of information or consent
on how the personal data was collected, processed and shared. Thus,
it is extremely important to investigate compliance within these new
frameworks of medical activities, in light of Brazilian and Portuguese
laws concerning the protection of personal data. Ultimately, this study
aims to formulate some possible hermeneutical canons to assist the
interpreter-enforcer of the law in the task of ensuring the protection of
human rights in the face of new technologies, without inhibiting their
continuous development, whose importance is daily substantiated by
the difficulty of combating the Covid-19 pandemic.

Keywords: Artificial Intelligence; Big Data; Personal Data; Covid-19

1. Introductory Notes: the Digital Revolution in the Healthcare Sector

and the Implementation of Artificial Intelligence in Combating the
Covid-19 Pandemic

New technologies have profoundly changed the doctor-patient relationship.
From medical diagnosis to holistic patient care, artificial intelligence® is
transforming the entire healthcare sector worldwide.* There are several studies
that unveil the great potential of this technology in improving diagnosis and
medical care.” Medicine, like many other fields, is experiencing a confluence
of two recent developments: the rise of big data’ and the emergence of

For an analysis of the concept and evolution of artificial intelligence, with an emphasis
in the preponderance of algorithms, see generally FLASINSKI, Mariusz. Introduction

to Artificial Intelligence. Cham: Springer, 2016, passim; TEGMARK, Max. Life 3.0:
Being human in the age of artificial intelligence. New York: Alfred A. Knopf, 2017,
passim; LEE, Kai-Fu. AI Superpowers: China, Silicon Valley, and the New World
Order. Boston: Houghton Mifflin Harcourt, 2018; and TURNER, Jacob. Robot Rules:
Regulating Artificial Intelligence. Cham: Palgrave Macmillan, 2019, passim.

On the subject, regarding the transformation in the healthcare industry with the new
era of technological information and artificial intelligence, see GARCIA, Christine;
UZBELGER, Georges. Artificial Intelligence to Help the Practitioner Choose the Right

Treatment: Watson for Oncology. /n: NORDLINGER, Bernard; VILLANI, Cédric; RUS,

Daniela (Coord.). Healthcare and Artificial Intelligence. Cham: Springer, 2020, p. 81.

In this sense, see SHABAN-NEJAD, Arash; MICHALOWSKI, Martin. Precision Health

and Medicine. A Digital Revolution in Healthcare. Cham: Springer, 2020, See also
DANIEL, Christel; SALAMANCA, Elisa. Hospital Databases. AP-HP Clinical Data
Warehouse. In: NORDLINGER, Bernard; VILLANI, Cédric; RUS, Daniela (Coord.).
Healthcare and Artificial Intelligence. Cham: Springer, 2020, p. 65.

See generally GOMES, Rodrigo Dias de Pinho. Big Data: desafios a tutela da pessoa
humana na sociedade da informagdo. Rio de Janeiro: Lumen Juris, 2017, passim.
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sophisticated artificial intelligence systems, which can be used to find complex
patterns in those data.’

The emergence of big data, according to Nicholson Price, is a phenomenon
characterized by the “three V’s”: volume (large quantities of data), variety
(heterogeneity in the data) and velocity (fast access to the data).® These data
come from various sources: electronic health records, medical literature, clinical
trials, insurance claims data, pharmacy records, and even the data entered by
patients into their smartphones or recorded on fitness trackers applications. In
view of this large amount of data, artificial intelligence algorithms are making
strides in providing diagnosis and treatment alternatives for some diseases by
cross-referencing the health data of a specific patient with their entire database.’

Jacob Turner, in the book “Robot Rules: Regulating Artificial Intelligence”
(2019), defines artificial intelligence (Al) as “the ability of a non-natural
entity to make choices by an evaluative process”.'” According to the European
Commission, artificial intelligence refers to “systems that display intelligent
behavior by analyzing their environment and taking actions — with some
degree of autonomy — to achieve specific goals. Al-based systems can be
purely software-based, acting in the virtual world (e.g. voice assistants, image
analysis software, search engines, speech and face recognition systems) or Al
can be embedded in hardware devices (e.g. advanced robots, autonomous cars,
drones or Internet of Things applications)”."

For artificial intelligence to work, algorithms, which represent a set of
instructions or a sequence of rules, are used and applied to a number of data,
allowing for the solution of similar classes of problems. In essence, algorithms
are the guidelines followed by a machine. An artificial intelligence algorithm

7  PRICE, William Nicholson. Artificial Intelligence in Health Care: Applications and Legal
Issues. University of Michigan Public Law Research Paper, n. 599, 2017. Available at:
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3078704. Accessed: Dec. 26, 2022.

8  PRICE, William Nicholson. Artificial Intelligence in Health Care, cit.

9  In 2015, a group of scientists at Mount Sinai Hospital (New York - USA) developed the
Deep Patient, an intelligent software that predicts patients’ future diseases, derived from
a database composed of approximately seven hundred thousand electronic health records.
To develop an analysis regarding Deep Patient, see generally MIOTTO, Riccardo; LI,

L.; KIDD, Brian A.; DUDLEY, Joel T. Deep Patient: An Unsupervised Representation
to Predict the Future of Patients from the Electronic Health Records. Nature Scientific
Reports, v. 6, may/2016.

10  TURNER, Jacob. Robot Rules, cit., p. 16.

11 Communication from the Commission to the European Parliament, the European Council,
the Council, the European Economic and Social Committee and the Committee of the
Regions on Artificial Intelligence for Europe, Brussels, 25.4.2018 COM (2018) 237 final.
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works based on the calculation of a probability, which is the result of an input
vector multiplied by various parameters, whose values were obtained from a
training set.'

The increase in the use of artificial intelligence algorithms (especially the more
sophisticated systems containing machine learning and deep learning)'*'*
- in medical practice promoted a wide phenomenon of change from
conventional medicine to P4-medicine (preventive, predictive, personalized
and participatory).”® In this new scenario, health care is no longer essentially

12 FLASINSKI, Mariusz. Introduction to Artificial Intelligence, cit., p. 16.

13 Machine Learning algorithm “describes how to ‘judge’ that data, so that the machine
will (hopefully) learn how to perform the task. The resulting model can then be
used to analyse new situations. There are many approaches to Machine Learning, of
which the best-known approaches are Supervised Learning, Unsupervised Learning,
Reinforcement Learning and Deep Learning. Even though these techniques differ in
terms of goals and approaches, they all aim to give computers the ability to act without
being explicitly programmed how to do so. The goal of Machine Learning is to create
a trained model that is able to make generalisations without human intervention. It
should be accurate not only for the examples in the training set, but also on future cases
that it has never seen before. To apply machine learning, the engineer starts with an
existing dataset, which is then divided into a training set and a test set. The engineer
then chooses a mathematical structure that characterises a range of possible decision-
making rules with adjustable parameters (the algorithm). A common analogy is that the
algorithm is a ‘box’ that applies a rule, and the parameters are the adjustable knobs on
the front of the box that control its operation. In practice, an algorithm might have many
millions of parameters whose combined result is hard to understand by observation
alone. Hence, the use of the expression ‘black box’ to refer to the opacity of algorithms”
(DIGNUM, Virginia. Responsible Artificial Intelligence. How to Develop and Use Al in
a Responsible Way. Cham: Springer, 2019, p. 23). On the concept of machine learning,
see also WISCHMEYER, Thomas; RADEMACHER, Timo (Coord.) Regulating
Artificial Intelligence. Cham: Springer, 2020, p. 3.

14 “Deep learning algorithms are approaches to Machine Learning that use Neural Network
models and are particularly useful in complex domains. Neural Networks are loosely
inspired by the biology of our brains and consist of many simple, linked units (or neurons).
They are, in essence, attempts to simulate the brain, which is why understanding how the
brain works can help us discuss the specifics of artificial neural networks. (...) In ML,
we use the terms that describe these processes in the brain to explain and understand
Artificial Neural Networks (ANN), which are also composed of nodes (or neurons) linked
by a complex network of connections of different strengths. However, unlike the brain,
connections in a neural network are usually uni-directional. An ANN is then organized
into input and output nodes connected through a number of in-between layers of nodes,
known as the hidden nodes” (DIGNUM, Virginia. Responsible Artificial Intelligence.
How to Develop and Use Al in a Responsible Way. Cham: Springer, 2019, p. 27). See
also TAULLI, Ton. Artificial Intelligence Basics. New York: Springer, 2019, p. 71.
FLASINSKI, Mariusz. Introduction to Artificial Intelligence, cit., p. 157-174.

15 “Prolonged life expectancy along with the increasing complexity of medicine and
health services raises health costs worldwide dramatically. Advancements in ubiquitous
computing applications in combination with the use of sophisticated intelligent sensor



Medicine and Law 41

limited to the treatment of pathologies (certainly, an endeavor that will never
be neglected), focusing now, also, on the adoption of measures to prevent
illnesses (preventive medicine)' or to enable the prediction of their diagnosis
(predictive medicine). Relating to personal treatment, the patient is treated
in a more individualized manner (therefore, less standardized), based on his
genetic and health data (personalized medicine)'’. Ultimately, the doctor-
patient relationship becomes less of a one-off exchange and grows into a
relationship that is continuously developed (proactive medicine),'® which is
greatly facilitated by the implementation of artificial intelligence algorithms,
since the patient no longer waits for his symptoms to worsen in order to
seek medical care, considering that his vital information is constantly being
acquired by monitors and wearable devices."

networks may provide a basis for help. Whilst the smart health concept has much
potential to support the concept of the emerging P4-medicine (preventive, participatory,
predictive, and personalized), such high-tech medicine produces large amounts of
high-dimensional, weakly structured data sets and massive amounts of unstructured
information. All these technological approaches along with ‘big data’ are turning the
medical sciences into a data-intensive science. (...) Today, biomedical experts both in
daily routine and science are no longer capable of dealing with such increasingly large,
complex, high-dimensional and weakly-structured data sets. Consequently, effcient,
useable computational methods, algorithms and tools to interactively gain insight into
such data are a commandment of the time”. (HOLZINGER, Andreas; ROCKER, Carsten;
ZIEFLE, Martina. From Smart Health to Smart Hospitals. /n: Smart Health: Open
Problems and Future Challenges. Cham: Springer, 2015, p. 1-9).

16 On the subject of preventive medicine and its relationship with new technologies, see
BALICER, Ran D .; COHEN-STAVI, Chandra. Advancing Healthcare Through Data-
Driven Medicine and Artificial Intelligence. In: NORDLINGER, Bernard; VILLANI,
Cédric; RUS, Daniela (Coord.). Healthcare and Artificial Intelligence. Cham:
Springer, 2020, p. 9-15. CHAARI, Lotfi (ed.). Digital Health Approach for Predictive,
Preventive, Personalised and Participatory Medicine. Cham: Springer, 2019, passim.

17 Precision Medicine is defined as “an innovative approach that takes into account
individual differences in people’s genes, environments, and lifestyles” while diagnosing
people’s illnesses and making decisions about different treatment options in a timely
manner. Unlike the more traditional “one-size-fits-all”” approaches and treatments,
precision medicine intends to design tailored interventions and treatments with
considering the differences between different patients and their diseases. Precision
medicine can facilitate new drug development and discovery by providing better
understandings of the interaction between genomics and drug response and potential
treatment options of an individual patient’s disease or condition” (SHABAN-NEJAD,
Arash; MICHALOWSKI, Martin. Precision Health and Medicine, cit., p. V).

18 For an analysis of the benefits of proactive medicine see BALICER, Ran D.; COHEN-
STAVI, Chandra. Advancing Healthcare Through Data-Driven Medicine and Artificial
Intelligence, cit., p. 9-15.

19 NORDLINGER, Bernard; VILLANI, Cédric; RUS, Daniela (Coord.). Healthcare and
Artificial Intelligence. Cham: Springer, 2020, passim.
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The transformation of medical care into this framework that is more proactive,
preventive, precise and focused on the individuality of each patient has
become possible, in recent years, through the combination of a large amount
of health data and artificial intelligence software.” The Digital Age in health
care has enabled patients’ physical data to be transferred from paper folders
to electronic health records. As a result, after decades of digitizing medical
records (with expanding cloud storage), the healthcare sector has created a
huge (and continuously growing) set of data.

Eric Topol, in his writings on the future of Medicine,” indicates that society is
moving towards an increasingly present scenario of democratization of health
care and of revolution of the doctor-patient relationship, which has acquired
prominence, as the recipient of new technologies. This is what the author refers
to as “the new era of patient engagement”.” In the past few years, several big
data® and artificial intelligence solutions have been developed in smartphones
applications and wearable devices for medication management and frequent
monitoring of physical and mental condition, diet and exercise, especially for
people with chronic conditions - asthma, diabetes, cancer and cardiovascular
diseases, and mental health illnesses - that are emerging as one of the main
global health problems.**

20 NORDLINGER, Bernard; VILLANI, Cédric; RUS, Daniela (Coord.). Healthcare and
Artificial Intelligence, cit., p. 10.

21 TOPOL, Eric. Deep medicine: how artificial intelligence can make healthcare human
again. New York: Basic Books, 2019, passim. TOPOL, Eric. The patient will see you
now: the future of medicine is in your hands. New York: Basic Book, 2015.

22 TOPOL, Eric. The creative destruction of medicine: how the digital revolution will
create better health care. New York: Basic Book, 2012, passim.

23 TOPOL, Eric. The patient will see you now. cit., p. 159-179.

“Big data in healthcare” refers to the abundant health data amassed from numerous
sources including electronic health records (EHRs), medical imaging, genomic
sequencing, payor records, pharmaceutical research, wearables, and medical devices.
Three characteristics distinguish it from traditional electronic medical and human health
data used for decision-making: 1) it is available in extraordinarily high volume 2) it
moves at high velocity and spans the health industry’s massive digital universe; 3) and,
because it derives from many sources, it is highly variable in structure and nature. This is
known as the 3Vs of Big Data. (Available at: https://catalyst.nejm.org/doi/full/10.1056/
CAT.18.0290. Accessed: Oct. 27,2022). Furthermore, regarding the potential of big data
in the healthcare sector, see HOUSEH, Mowafa; KUSHNIRUK, Andre W.; BORYCKI,
Elizabeth M. (ed.). Big Data, Big Challenges: A Healthcare Perspective Background,
Issues, Solutions and Research Directions. Cham: Springer, 2019, passim.

24 JEDDI, Zineb; BOHR, Adam. Remote patient monitoring using artificial intelligence. In:
BOHR, Adam; MEMARZADEH, Kaveh. (Coord.). Artificial intelligence in healthcare.
Amsterdam: Elsevier Inc., p. 203-234.
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In addition, several types of health databases have been established since the
beginning of the digital revolution (which is combined with the consequent
multiplication of the power of computational analysis), as an example, it is
worth mentioning: electronic health records, digital administrative data, data
collected from medical equipment connected to the internet (“Internet of
Things” in medicine), data from clinical and pharmaceutical research, genomic
data etc. It is said that electronic health records represent the largest source
of health data, as they contain the sum of the majority of information about a
patient in order to organize all stages of medical intervention, from anamnesis
and related medical procedures to therapy, until the treatment progresses.*® To
exemplify this current scenario, it is worth observing that, in 2017, 80% of
medical records and 100% of hospital records of patients in the United States
were digitized, facilitating the exchange of information as a result of these
digitized files, which are called electronic health records (EHRs).”

Considering the subject of this present study, it can be observed that
this digitization in the healthcare sector was a key factor in facilitating
the implementation of artificial intelligence in the efficiency of medical
diagnosis, especially for the early detection of illnesses.® In an emblematic
example of the development of artificial intelligence applied to the field of
medical diagnosis, researchers from the University of Oxford (England), at
John Radcliffe Hospital, developed the EchoGo Core, an intelligent device,
which, by means of machine learning, provides an early diagnosis of heart
diseases.” This echocardiography software is often considered to be the most

25 DEGOS, Laurent. International Vision of Big Data. /n: NORDLINGER, Bernard;
VILLANI, Cédric; RUS, Daniela (Coord.). Healthcare and Artificial Intelligence.
Cham: Springer, 2020, p. 242. GRALL, Matthieu. CNIL (Commission Nationale de
I’Informatique et des Libertés) and Analysis of Big Data Projects in the Health Sector.
In: NORDLINGER, Bernard; VILLANI, Cédric; RUS, Daniela (Coord.). Healthcare
and Artificial Intelligence. Cham: Springer, 2020, p. 236.

26 DEGOS, Laurent. International Vision of Big Data, cit., p. 242.

27 As described by DEGOS, Laurent. International Vision of Big Data, cit., p. 245.

28 There are several companies in the world (such as Cerner, Aldoc and Arterys) that use the
Amazon Web Services (AWS) cloud computing services platform to store and process large
amounts of health data at a high speed, thus allowing for the creation of new intelligent
digital tools. In this regard, see LANDI, Heather. Cerner taps Amazon Web Services to
ramp up healthcare Al capabilities, predictive technology. FierceHealthCare, 12.3.2019.
Available at: https://www.fiercehealthcare.com/tech/cerner-taps-amazon-web-services-to-
ramp-up-healthcare-ai-capabilities-predictive-technology. Accessed: Dec. 26, 2022.

29 GILLESPIE, Stuart. The Oxford spinout company using Al to diagnose heart disease.
University of Oxford, 10/15/2018. Available at: https://www.research.ox.ac.uk/
Article/2018-10-15-the-oxford-spinout-company-using-ai-to-diagnose-heart-disease.
Accessed: Dec. 26, 2022. For more information: https://ultromics.com/echogo/.
Accessed: Dec. 26,2022.
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accurate software in the world and, for this to be possible, the algorithms were
programmed using databases containing millions of echocardiograms, which
are linked to the information on particular issues of each person examined and
their clinical condition over time. The software reached the diagnostic accuracy
of coronary heart disease at a rate of approximately 90%, which represents a
better result than the average 80% accuracy rate achieved by doctors.*

At this stage and on a global scale, IBM was one of the companies that created
more technological solutions for the healthcare sector. For seven years, the
multinational had a division focused exclusively on artificial intelligence for
healthcare - the “Watson Health™' — whose assets were sold to Francisco
Partners on January 2022.* Among the intelligent products already available
on the market, Watson for Oncology stands out, being “a solution that is fueled
by information from relevant guidelines, best practices, and medical journals
and textbooks”.** This cognitive technology assesses the information from a
patient’s medical record along with medical evidence (from scientific articles
and clinical studies), thus showing possible treatment options for cancer
patients, categorized by a confidence level. In the end, it will be up to the doctor
to analyze the conclusions brought by the artificial intelligence and decide the
best treatment option for that specific patient. Since 2017, Watson for Oncology
has been used in hospitals in Latin America, such as Brazil** and Mexico.*

30 Asexpressed by GILLESPIE, Stuart. The Oxford spinout company using Al to diagnose
heart disease, cit. The developers of this intelligent device founded the company
Ultromics and recently received clearance from the Food and Drug Administration
(FDA) to market EchoGo, which uses artificial intelligence to automate the analysis
and quantification of ultrasound-based cardiac exams and, additionally, can detect
cardiovascular diseases early. Relating to this subject, see PENNIC, Fred. FDA Clears
Al-Powered EchoGo Core for Early Detection of Cardiovascular Disease. Hit Consultant,
11/15/2019. Available at: https://hitconsultant.net/2019/11/15/fda-clears-ai-powered-
echogo-core-for-early-detection-of-cardiovascular-disease/#.XkBLijJKiUk. Accessed:
Dec. 26, 2022.

31 For more information: IBM Watson Health - Cognitive Healthcare Solutions. Available
at: https://www.ibm.com/watson-health. Accessed: Dec. 26, 2022.

32 Francisco Partners to Acquire IBM’s Healthcare Data and Analytics Assets. Available at:
https://www franciscopartners.com/media/Francisco-partners-to-acquire-ibms-healthcare-
data-and-analytics-assets. Accessed: Dec. 28, 2022.

33 FENG, XinYi. How Al works in the medical field. Medium, 08/03/2018. Available
at: https://medium.com/writing-for-the-future-ai/how-ai-works-in-the-medical-field-
455b5005847b. Accessed: Dec. 26, 2022.

34 Hospital Mae de Deus serd o primeiro da América Latina a utilizar a tecnologia Watson
da IBM [“Mae de Deus” Hospital will be the first in Latin America to use IBM’s Watson
technology. Free translation from original]. June 8, 2017. Available at: https://setorsaude.
com.br/hospital-mae-de-deus-sera-o-primeiro-a-utilizar-a-tecnologia-watson-da-ibm/.
Accessed: Dec. 26,2022.

35 “Grupo Angeles Servicios de Salud” implements IBM Watson for Oncology to Help
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The use of artificial intelligence for the diagnosis and treatment of diseases
demonstrated a great potential during the Covid-19 (illness caused by the new
coronavirus, SARS-CoV-2 variant) pandemic. In the absence of specific drugs
or therapeutic vaccines for the new coronavirus, it was essential to detect the
disease at an early stage and, within reasonable parameters, isolate the infected
people from the healthy population.*® The pandemic sparked significant alarm
across the globe since the first cases began to emerge in late 2019 in Wuhan
(China). Although the majority of those infected with the new coronavirus do
not develop severe symptoms, there were a considerable number of individuals
within high-risk groups (such as the elderly and cardiac, asthmatic, diabetic
and hypertensive patients) that may display severe and lethal respiratory
syndromes. In these circumstances, the biggest concern pointed out by the
medical community was the speed of propagation of the virus.”’

As it is known, the diagnosis of infection by Covid-19 is carried out in two
stages: clinical diagnosis and confirmatory diagnosis by laboratory tests. The
clinical diagnosis depends on clinical and epidemiological investigation and
physical examination. If the patient’s situation is considered, from the clinical
diagnosis, a suspected case of Covid-19, it is then determined the execution
of a laboratory test. In spite of the benefits provided by the laboratory tests,
factors such as high costs and supply shortage have led public authorities
and hospitals to restrict testing to symptomatic patients - and, preferably, to
those with severe symptoms.*® It is precisely in this context - the impossibility

Oncologists Identify Evidence-Based Cancer Treatment Options. June 29, 2017. Available
at: https://www.prnewswire.com/news-releases/grupo-angeles-servicios-de-salud-
implements-ibm-watson-for-oncology-to-help-oncologists-identify-evidence-based-
cancer-treatment-options-300482073 .html. Accessed: Dec. 26, 2022.

36 This is an extremely delicate subject, as it involves a sensitive dilemma between freedom
and solidarity in dealing with COVID-19. In this case, referring to Thamis Dalsenter’s
article is of the utmost importance: https://www.migalhas.com.br/coluna/migalhas-de-
vulnerabilidade/321211/direito-a-saude-entre-a-liberdade-e-a-solidariedade-os-desafios-
juridicos-do-combate-ao-novo-coronavirus-covid-19. Accessed: Dec. 26, 2022.

37 SHAW, Rajib; KIMB, Yong-kyun; HUAA, Jinling. Governance, technology and citizen
behavior in pandemic: Lessons from COVID-19 in East Asia. Progress in Disaster
Science, v. 6, apr. 2020, p. 1-11.

38 MINISTERIO DA SAUDE. Diretrizes para diagnéstico e tratamento da Covid-19
[BRAZILIAN MINISTRY OF HEALTH. Guidelines for diagnosing and treating
Covid-19. Free translation from original]. Available at: https://portalarquivos.saude.gov.
br/images/pdf/2020/May/08/Diretriz-Covid19-v4-07-05.20h05m.pdf. Accessed: Oct. 28,
2022. It is also obtained from the press: CAMBRICOLI, Fabiana. Com alta demanda
hospitalar, hospital Albert Einstein comega a limitar exames no novo coronavirus
[With high hospital demand, Albert Einstein Hospital starts to limit tests for the new
coronavirus. Free translation from original]. Estadao, 03/16/2020. Available at: https://
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of carrying out laboratory tests in order to examine the entire population
combined with the rapid spread of the disease - that the renewed importance of
artificial intelligence (AI) in the diagnostic analysis emerges.*

In China, for instance, a software with Al algorithms, already used in
thousands of patients (and granted free of charge for use by hundreds of
medical institutions all around the world), is able to diagnose Covid-19 in a few
seconds, from the analysis of thoracic computed tomography.*® This intelligent
software performs, with an accuracy rate of approximately 90%, the analysis
of a tomographic image in 15 seconds; thus, it is able to distinguish, almost
instantly, between patients infected with the new coronavirus and those with
common pneumonia or another disease. This constitutes in a great advantage in
dealing with the pandemic, especially considering that radiologists generally
need around 15 minutes to read these images of patients with a suspected case
of Covid-19.*

saude.estadao.com.br/noticias/geral com-alta-demanda-einstein-comeca-a-limitar-
exames,70003235787. Accessed: Oct. 12, 2022.

39 Arelevant point for a comprehensive analysis of the subject matter - not convenient for
this paper - concerns the role of the patient’s free and informed consent for the use of
artificial intelligence to support the medical decision. According to The WHO guidance
on “Ethics and Governance of Artificial Intelligence for Health”, transparency is crucial
to promoting trust among all stakeholders, particularly patients: “Physicians should
be frank with patients from the consent and inform them of the use of Al rather than
hiding the technology. They should try their best to explain to their patients the purpose
of using Al, how it functions and whether it is explainable. They should describe what
data are collected, how they are used and shared with third parties and the safeguards
for protection of patients’ privacy. Physicians should also be transparent about any
weaknesses of the Al technology, such as any biases, data breaches or privacy concerns.
Only with transparency can the deployment of Al for health care and health science,
including hospital practice and clinical trials, become a long-term success. Trust is
key to facilitating the adoption of Al in medicine” (Available at: https://www.who.int/
publications-detail-redirect/9789240029200. Accessed: Dez. 12,2022.). For a further
analysis of the relevance of patient consent in new technologies, especially in the context
of robot-assisted surgery and telesurgery, see KFOURI NETO, Miguel; NOGAROLI,
Rafaella. Responsabilidade civil pelo inadimplemento do dever de informag@o na
cirurgia robdtica e telecirurgia: uma abordagem de direito comparado (Estados unidos,
Unido Europeia e Brasil). In: ROSENVALD, Nelson; MENEZES, Joyceane Bezerra
de; DADALTO, Luciana. Responsabilidade civil e medicina. Indaiatuba: Foco, 2020,
passim.

40 Ping An Launches COVID-19 Smart Image-Reading System to Help Control the
Epidemic. Available at: https://www.prnewswire.com/news-releases/ping-an-launches-
covid-19-smart-image-reading-system-to-help-control-the-epidemic-301013282 html.
Accessed: Oct. 12, 2022.

41 Ping An Launches COVID-19 Smart Image-Reading System to Help Control the
Epidemic, cit.
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In Latin America, it is reported that Ecuador was the first country to have an
auxiliary system with an Al for the diagnosis of Covid-19. The technological
software, based on an algorithm provided by the Chinese company Huawei,
contains thousands of stored radiological images of patients around the world
with suspected cases, confirmed and negative results of Covid-19, which allows
for the comparison of the results obtained in Ecuadorian hospitals and, in this
manner, provides a more accurate and fast diagnosis.** In Brazil, the Hospital de
Clinicas da Faculdade de Medicina da Universidade de Sdo Paulo [University
of Sao Paulo Faculty of Medicine Clinics Hospital], in partnership with the
Ministério da Ciéncia, Tecnologia, Inovacdo e Comunicacées [Ministry of
Science, Technology, Innovation and Communication] and several companies,
created the RadVid-19 platform, that also uses the Huawei algorithm, and aims
to collect x-ray and computed tomography exams of confirmed or suspected
cases of Covid-19, thus becoming a large repository of cases in the country.*

In Portugal, a group of researchers from the Instituto de Engenharia de Sistemas
e Computadores, Tecnologia e Ciéncia [Institute of System and Computers
Engineering, Technology and Science] of the University of Porto developed
an intelligent diagnostic system that identifies radiological characteristics of
Covid-19 through thoracic X-ray images. The algorithm developed by INESC
TEC, which is based on deep learning methods, automatically learns the most
relevant image characteristics in order to provide a diagnosis.*

The brief demonstration of these examples of artificial intelligence being
incorporated into medical practice in the context of the Covid-19 pandemic
is to illustrate some of the various benefits that this technology can provide to
the healthcare sector. These potential benefits, however, are accompanied by
relevant ethical and legal concerns to be faced by the academic community,
with particular emphasis on the protection and the processing of sensitive

42 Equador, pioneira na América Latina no uso de inteligéncia artificial para detectar
COVID-19 [Ecuador, a pioneer in Latin America in the use of artificial intelligence to
detect COVID-19. Free translation from original]. Available at: https://www.trt.net.tr/
portuguese/america-latina/2020/04/01/equador-pioneira-na-america-latina-no-uso-de-
inteligencia-artificial-para-detectar-covid-19-1389457. Accessed: Oct. 12, 2022.

43 CARMO, Diedre et. al. Rapidly deploying a COVID-19 decision support system in one of
the largest Brazilian hospitals. Health Informatics Journal, v. 27, issue 3, set. 2021, p.
1-17.

44 Cientistas do Porto desenvolvem ferramenta que detecta a Covid-19 através de raio-X
[Porto scientists develop a tool that detects Covid-19 through X-ray. Free translation
from original]. Available at: https://www.porto.pt/pt/noticia/investigadores-do-porto-
desenvolvem-ferramenta-que-deteta-covid-19-atraves-de-raio-x. Accessed: Oct. 26,2022.
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personal data. For that reason, the present study proposes to investigate the
parameters for an effective patient protection in the context of the Covid-19
pandemic, with regard to the appropriate assignment of civil liability for
damages possibly caused by the use of the aforementioned technologies and to
the delineation of guidelines for the implementation of artificial intelligence in
strict compliance with personal data protection policy (in particular, sensitive
personal data). In essence, this is the guiding purpose of this paper and the
subsequent items are devoted to this intent.

2. Benefits and Risks of Artificial Intelligence Algorithms in Assisting the
Diagnosis and the Choice of Medical Treatment

Artificial intelligence programs in the healthcare sector provide extensive
support for clinical decision, as previously mentioned, owing to their ability
to quickly - and, tendentially, in an effective manner - process and analyze a
large amount of data. The combination of artificial intelligence with medical
expertise and knowledge, therefore, has the potential to significantly reduce
error rates. It is not a matter of aiming for the replacement of healthcare
professionals by an Al system, but only of recognizing the potential benefits
of this new technology regarding, especially, the assistance to professionals
in decision making. Among other potential benefits, it is remarkable that the
provision of a rapid diagnosis by an artificial intelligence software can often be
a key factor in the immediate start of treatment and the subsequent recovery of
the patient, especially in rapidly evolving diseases or in emergency situations.

For instance, it can be considered the qualitative leap that could have been
experienced in combating the Covid-19 pandemic had advanced diagnostic
software already been available, in a large scale, since the beginning of the
disease outbreak. In China, as previously mentioned, the Al software was
developed in around two months after the first case of infection with the new
coronavirus, being used in thousands of patients. This intelligent software
performed, with an accuracy rate of approximately 90%, the analysis of a
tomographic image in 15 seconds; thus, it was able to distinguish, almost
instantly, between patients infected with the new coronavirus and those with
common pneumonia or another disease. It was a great advantage in facing
the pandemic in several countries, especially considering the lack of specific
drugs or therapeutic vaccines for the new coronavirus. Artificial intelligence
was extremely important to diagnose the disease as quickly as possible, even
at an early stage - as well as to isolate the infected people from the healthy
population. Furthermore, it is also relevant to point out that radiologists
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generally needed around fifteen minutes to read these images of patients with a
suspected case of Covid-19, a time significantly longer than the fifteen seconds
used by the intelligent software.*

As it is known, data is the fuel of Al; after all, it is precisely from the data input
that the algorithms governing the software in discussion herein are able to
work, as in the case of systems capable of diagnosing patients with Covid-19.
In the aforementioned example of the Chinese experience, data from thousands
of infected patients and their respective thoracic computed tomography scans
were inserted to program the algorithm. Thus, the intelligent system was able
to read the tomographic image and distinguish, in fifteen seconds, between
patients infected with the new coronavirus and those with other lung diseases.
Therefore, it is necessary to understand that the quality of data used to program
the algorithm is vital for the good performance of these intelligent systems,
considering that this kind of algorithm - based on probability judgment - draws
conclusions from the knowledge stored in its databases and from the data of
each patient that is entered into the system.

It is also relevant to highlight the huge potential of the aforementioned Watson
for Oncology, which uses a cloud database through which is able to cross-
reference and analyze data from 20 million scientific works on oncology from
research institutes around the world.*® In January 2015, a 60-year-old woman
was admitted to a hospital affiliated with the Institute of Medical Sciences
at the University of Tokyo, Japan. Doctors initially diagnosed her with acute
myeloid leukemia, a type of blood cancer.*’ However, after a successful round
of chemotherapy sessions, doctors found that her recovery from post-remission
therapy was extraordinarily slow, leading them to believe they were facing a
different type of leukemia.

For that reason, the hospital’s research team turned to the IBM’s intelligent
diagnostic instrument. Surprising the medical community, Watson for Oncology
formulated the patient’s diagnosis in just ten minutes, whereas human beings

45 Ping An Launches COVID-19 Smart Image-Reading System to Help Control the
Epidemic, cit.

46 DAVID, Eric. Watson correctly diagnoses woman after doctors were stumped. Silicon
Angle,08/05/2016. Available at: https://siliconangle.com/2016/08/05/watson-correctly-
diagnoses-woman-after-doctors-were-stumped/. Accessed: July 20, 2022.

47 NG, Alfred. IBM’s Watson gives proper diagnosis for Japanese leukemia patient after
doctors were stumped for months. New York Daily News, 08/07/2016. Available at:
https://www.nydailynews.com/news/world/ibm-watson-proper-diagnosis-doctors-
stumped-article-1.2741857. Accessed: Dec. 26, 2022.
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would take an average of two weeks. Through the quick diagnosis of Watson,
it was discovered that the Japanese patient had a rare secondary leukemia
caused by myelodysplastic syndromes, a group of diseases in which the bone
marrow produces very few healthy blood cells.* Immediately, the appropriate
treatment for this type of leukemia was started.

Nevertheless, the positive outcome of a diagnosis supported by an Al does not
prevent its risks of being exposed: in spite of Watson’s impressive performance
in the analysis of numbers and data processing, it has a significant degree of
inaccuracy of 10%, in other words, there is a considerable possibility of some
failure occurring in this diagnostic conclusion, which can cause damage to the
patient after carrying out an inappropriate treatment. Precisely because of this,
in 2017, Watson for Oncology was widely criticized by health professionals,
claiming that it would not satisfy the criteria or even offer inaccurate diagnosis
to medical users.*

In this sense, it is relevant to mention the research conducted by a team of fifteen
researchers at Manipal Hospitals, in India, over the course of three years, with
a thousand patients diagnosed with cancer, in order to assess the accuracy of
Watson for Oncology’s results.”® In the end, the researchers observed a 90% rate
of correct diagnosis by the artificial intelligence system. In cases where there
was a divergence between the software and the doctors, the latter changed their
own diagnosis, in 63% of the cases, to follow the one given by Watson.”! This
is a crucial point for the analysis proposed herein: artificial intelligence led
the oncologists to change their final decision in several cases. In any way, the
aforesaid research revealed that in 37% of the cases the professional did not
change his diagnosis when it differed from the result obtained by the artificial
intelligence. Therefore, it is legitimate to raise some concerns: in the event of a
supervening damaging result that, in theory, could be avoided if the diagnosis
proposed by an artificial intelligence had been followed, should the doctor be

48 DAVID, Eric. Watson correctly diagnoses woman after doctors were stumped, cit.

49 IBM'’s Watson supercomputer recommended ‘unsafe and incorrect’ cancer treatments,
internal documents show. Available at: https://www.statnews.com/2018/07/25/ibm-
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50 FLORENZANO, Cldudio. Computacdo cognitiva descobre 1.000 casos de cancer com
precisdo de 90%. [Artificial Intelligence detects 1,000 cancer cases with 90% accuracy.
Free translation from original]. BCSI, 06/01/2017. Available at: https://www.cbsi.net.
br/2017/06/computacao-cognitiva-descobre-1000-casos-de-cancer-com-precisao-de-90.
html. Accessed: July 2, 2022.

51 FLORENZANO, Cldudio. Computacdo cognitiva descobre 1.000 casos de cancer com
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Medicine and Law 51

held responsible? If, on the other hand, the doctor follows the wrong diagnosis
proposed by an artificial intelligence, can the professional be exempt from
liability for the damages that the patient may suffer?*

Similarly, it must be taken into account that the algorithms created for the
diagnosis of Covid-19 have a significant degree of inaccuracy, which can lead
to particularly onerous results. This is because the false negative diagnosis
is much more serious than in other diseases, since the patient can infect his
family and other people close to him, in addition to becoming an involuntary
and unconscious vector for the multiplication of infection and contagion rates.
On the other hand, a false positive result leads to the patient being quarantined
for fourteen days, which can affect his work activity and his personal and
family relationships.

Therefore, it is indispensable to reinforce that, at least in the current state
of society, diagnostic software should serve as an important support for
the doctor’s decision making, without the capability of replacing a medical
professional. In effect, the final decision remains under the control (and
responsibility) of the healthcare professional. However, this conclusion does
not indicate a trivialization of the doctor’s personal liability. In accordance
with the current emphasis on the subject, it is also necessary to be cautious
in the process of evaluating the doctor’s conduct in the event of an indemnity
claim. In this manner, it is possible to build solid basis for the rejection of
frivolous demands, avoiding an increase in defensive medicine practices that
would have little (or nothing) to contribute to combat the pandemic in its
current stage.

Beyond the analysis of medical liability in the event of a medical error, it is
also relevant to point out the existence of these risks of damages to the patient,
due to inaccurate or unforeseen results that are, to some extent, particular of
artificial intelligence.

52 For a further analysis of the use of artificial intelligence in the diagnostic analysis of
COVID-19 and its repercussions on medical liability, see SILVA, Rodrigo da Guia;
NOGAROLLI, Rafaella. Inteligéncia artificial na andlise diagndstica da COVID-19:
possiveis repercussdes sobre a responsabilidade civil do médico. In: ROSENVALD,
Nelson; MONTEIRO FILHO, Carlos Edison do Régo; DENSA, Roberta (Coord.).
Coronavirus e responsabilidade civil: impactos contratuais e extracontratuais.
Indaiatuba: Foco, 2020, p. 293-300.
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It is also worth mentioning that the disastrous results of the famous autonomous
car accidents™ serve as a warning to the possibility of an AI causing
unpredictable damage,** mainly due to the AI’s self-learning capability and
the possibility of it evolving in a way that can generate some unwanted (and
perhaps never foreseen) result. The ability of algorithms to generate results that
could not be effectively predicted by their programmers - and neither by direct
users - is widely discussed in the doctrine, > mainly because of its ethical and
legal implications in the healthcare sector. In the decision-making processes
of intelligent systems there is an issue known as the “black box problem™®,
i.e., the algorithms perform certain actions to reach a specific result, but they
are not always able to really explain to a human how that decision was made.”’

There are two symbolic cases that exemplify the problem of unpredictable
behaviors arising from Al self-learning and the unreliability of the results
generated by the algorithms. During an experiment conducted in 2002 by
scientists at the Magna Science Center, in England, an unforeseen event
occurred: two intelligent robots were placed in an arena to simulate a scenario
of “predators” and “prey” in order to see if the robots would be able to benefit

53 In 2017, a model of the Tesla S self-driving car, driving on autopilot in China, crashed
into a truck, killing its passenger. (Tesla Model 3: Fatal Autopilot engaged during crash.
Available at: https://www.bbc.com/news/technology-48308852. Accessed: Dec. 26,
2022).In 2018, a self-driving Uber car ran over a pedestrian in the state of Arizona, in
the United States. (Self-driving Uber kills fatal Arizona woman in first crash involving
pedestrian. Available at: https://www.theguardian.com/technology/2018/mar/19/uber-self-
driving-car-kills-woman-arizona-tempe. Accessed: Dec. 26, 2022)

54 Regarding the unpredictable behaviors arising from machine learning, see generally
MATTHIAS, Andreas. The responsibility gap: ascribing responsibility for the actions
of learning automata. Ethics and Information Technology, v. 6, issue 3, sept. 2004, p.
175-183; and MITTELSTADT, Brent Daniel; ALLO, Patrick; TADDEO, Mariarosaria;
WACHTER, Sandra; FLORIDI, Luciano. The ethics of algorithms: mapping the debate.
Big Data & Society, v. 3, issue 2, dec. 2016. p. 3 ff.

55 MITTELSTADT, Brent Daniel; ALLO, Patrick; TADDEO, Mariarosaria; WACHTER,
Sandra; FLORIDI, Luciano. The ethics of algorithms, cit., p. 5-7.

56 On the subject, it is essential to refer to PASQUALE, Frank. The black box society: the
secret algorithms that control money and information. Cambridge: Harvard University
Press, 2015, passim.

57 Therefore, when implementing algorithmic systems, it is essential to “know their
limitations and what is effectively taken into account for decision making. Understanding
the limits of algorithms will help the agent to better judge its decisions and suggestions,
thus avoiding simplistic and reductionist views and incurring in the possibility of
making humans, to a certain extent, hostages to decisions taken in the “black box” of the
algorithms™ (TEFFE, Chiara Spadaccini de; MEDON, Filipe. Responsabilidade civil e
regulacdo de novas tecnologias: questdes acerca da utilizac@o de inteligéncia artificial
na tomada de decisdes empresariais. Revista Estudos Institucionais, v. 6, n. 1, jan./apr.
2020, p. 325 [Free translation from original]).
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from the experience acquired from machine learning to develop new hunting
and self-defense techniques. However, Gaak, one of the robots, adopted an
unpredictable behavior and found a way out through the arena wall and went
to the street, where it ended up being hit by a car.”®

It is also relevant to mention the incident reported by Sameer Singh, an
assistant professor in the Department of Computer Science at the University of
California (UCI), in the United States, in which a student created an algorithm
to categorize pictures of huskies and wolves.” Initially, it seemed that the
algorithm was able to classify the two animals almost perfectly. However, after
numerous and subsequent cross-analysis, Singh found out that the algorithm
was identifying wolves based only on the snow in the background of the
images and not on the animal’s own characteristics. Now take for example
a poorly programmed algorithm, or one with some degree of fallibility, in
the aforementioned cognitive technology that was used in some countries to
diagnose patients infected with the new coronavirus. Undoubtedly, damages
could rise to immeasurable levels if wrong data on infected patients were
entered into the system or if the algorithm was poorly programmed.

Because of this, Nicholson Price explains that one of the biggest fears of the
healthcare sector at this stage of artificial intelligence stems precisely from
the unpredictable situations arising from machine learning and from a concept
known as black box medicine, given the obscurity in the way information is
processed by the algorithms.® Furthermore, the author describes his concerns

58 CERKA, Paulius; GRIGIEN, Jurgita; SIRBIKYT, Gintar. Liability for damages caused by
artificial intelligence. Computer Law & Security Review, v. 31, n. 3, june 2015, p. 376-389.

59 Husky or Wolf? Using a Black Box Learning Model to Avoid Adoption Errors. Available
at: http://innovation.uci.edu/2017/08/husky-or-wolf-using-a-black-box-learning-model-
to-avoid-adoption-errors/. Accessed: Mar. 26, 2021.

60 On the other hand, Price indicates some benefits associated with black box medicine:
“many medical treatments affect different patients differently; the same treatment, given
to two patients suffering from the same disease, may cure one patient but have no effect
for the other. A black-box algorithm could guide treatment decisions by predicting that
one drug might work better than another
for a specific patient, or might have fewer side effects, or that the patient would likely
respond best to a particular dose on a particular schedule. Such algorithms could
eliminate the need for physicians to experiment with different drugs, saving significant
time and money. (...) difficult. Some diseases and conditions simply don’t have reliable
tests; others so closely resemble each other, or include so many subtypes, that it is hard to
tell different diseases or conditions apart. And sometimes a
patient may have underlying risk factors that may develop into a problematic condition.
Black-box algorithms could help diagnose these uncertain diseases and conditions.

A black-box model might, for instance, identify the specific genes that predict who
will develop a disease or condition; or it might tell physicians, earlier than they could
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relating to privacy, since a large amount of sensitive information is collected
by these systems and, in addition, can be shared with other entities, which
increases the potential for data leaks and subsequently incurring in indirect or
direct damages to the data subjects.*!

On the subject, Frank Pasquale refers to an event that occurred in 2008, in
the United States, in which medical prescription data were being used in the
individual insurance market, as pharmacies passed on the list of drug purchase
orders to insurance companies. With the collection of millions of order’s
information, companies readjusted their policies to exclude some illnesses
from coverage and impose higher charges on certain people. Approximately
a decade after the aforesaid episode, in the era of big data, the risk to privacy
is inevitably accentuated. That is because, according to Pasquale, “companies
don’t even need to consult physicians’ records to impute to us medical
conditions and act accordingly. Do a few searches about a disease online, fill
out an (apparently unrelated) form, and you may well end up associated with
that disease in commercial databases”.%?

It can be observed that in spite of the potential benefits of digitizing data, its use
may constitute in a violation of the obligations of secrecy and the principles
of transparency and information, disrespecting the patient’s autonomy and his
right to give a broad consent to the processing of his personal data.** In the
medical field, the risk of disclosure is deemed more serious, given that health

otherwise tell, which of two similar diseases a patient has. Some of these benefits can

be obtained through other means; others unique to black-box medicine. But even when
other means are available, black-box algorithms could significantly reduce health-care
costs by eliminating the need to perform other, costly tests or to waste time on ineffective
treatments. And they could lead to better health outcomes as inappropriate treatments

or dangerous side effects are avoided” (FORD, Roger Allan; PRICE, W. Nicholson.
Privacy and Accountability in Black-Box Medicine, Michigan Telecommunications &
Technology Law Review, v. 23,2016, p. 5-7).

61 PRICE, William Nicholson. Artificial Intelligence in Health Care, cit. p. 31

62 PASQUALE, Frank. The black box society, cit. 26-30.

63 PASQUALE, Frank. The black box society, cit., p. 28. This issue is related to the
general problem of algorithmic discrimination. In that case, see JUNQUEIRA, Thiago.
Tratamento de dados pessoais e discriminag@o algoritmica nos seguros. Sao Paulo:
Thomson Reuters Brasil, 2020, passim.

64 SCHULMAN, Gabriel. Tecnologias de telemedicina, responsabilidade civil e
dados sensiveis. O principio ativo da protecao de dados pessoais do paciente e os
efeitos colaterais do coronavirus. /n: MONTEIRO FILHO, Carlos Edson do Rego;
ROSENVALD, Nelson; DENSA, Roberta. Coronavirus e Responsabilidade Civil.
Indaiatuba: Foco, 2020, p. 344-357.
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data is considered as a recurrent target of cybercrime.® The biggest challenge
is to maintain “all of the advantages of digitization in healthcare without
compromising its ethical and human side, reinforcing codes of conduct to
protect clinical information and personal data” % ensuring, in the end, proper
protection to patient privacy.®’

Between 2018 and 2020, 562 episodes of breaches of data in healthcare
organizations were reported to the US Department of Health and Human
Services Office for Civil Rights.’® In the United States, in 2015 alone, there
were 51 incidents with hackers in healthcare institutions, involving, in most
cases, illegal access to patient’s sensitive data and electronic health records.®’
American Medical Tech, a healthcare company, announced in June 2020 the
conclusion of an investigation into an episode that occurred in December
2019, in which the company was the victim of a cyber-attack. It is estimated
that the data breach affected around 50 thousand patients and a large amount
of personal data may have been available to the hacker during the incident,
including: patient names, social security numbers, medical record data,
diagnostic information, health insurance policy, medical history information,
driver’s license numbers etc.”

Several healthcare companies and hospitals in European countries, such
as Spain, England and Portugal, have also been the target of cyber-attacks
over the last few years.”! In the United Kingdom, 16 National Health Service

65 Why cyber-criminals are attacking healthcare - and how to stop them. Available at:
https://www.forbes.com/sites/kateoflahertyuk/2018/10/05/why-cyber-criminals-are-
attacking-healthcare-and-how-to-stop-them/#5efc83f57f69. Accessed: Dec. 26, 2022.

66 RIBEIRO, José Medeiros. Satide Digital: um sistema de satide para o século XXI.
Lisboa: Fundagdo Francisco Manuel dos Santos, 2019, p. 27 [Free translation from
original].

67 DONEDA, Danilo. Da Privacidade a Protecao de Dados Pessoais: elementos da
formacdo da Lei Geral de Protecdo de Dados Pessoais. 2. ed. Sao Paulo: Revista dos
Tribunais, 2019, p. 128-129.

68 U.S. Department of Health and Human Services Office for Civil Rights Breach Portal:
Notice to the Secretary of HHS Breach of Unsecured Protected Health Information.
Available at: https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf. Accessed: Nov. 2,
2022.

69 Breaches of Unsecured Protected Health Information. Number of individuals affected by
protected health information breaches: 2010 —2015. Available at: https://dashboard healthit.
gov/quickstats/pages/breaches-protected-health-information.php. Accessed: Nov. 2, 2022.

70 AMT healthcare data breach impacts nearly 50,000 patients. Available at: https://
portswigger.net/daily-swig/amt-healthcare-data-breach-impacts-nearly-50-000-patients.
Accessed: Nov. 2,2022.

71 Empresas e hospitais sofrem ataque cibernético em massa [Companies and hospitals
suffer massive cyber-attack. Free translation from original]. Available at: https://link.
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hospitals were affected and some patients in emergency situations had to be
transferred. In addition, patient’s information, appointment schedules, internal
phone lines and e-mails were temporarily inaccessible.”” It is reported that
Brazil is the leader in cyber-attacks in Latin America and 11" in the world,”
having registered the occurrence of approximately 15 billion cyber-attacks in
the first three months of 2020 alone.” In one of these episodes, the computers
at the Hospital das Clinicas de Barretos, in Sdo Paulo, suffered cyber-attacks
that temporarily stopped some medical appointments. Interpol (International
Criminal Police Organization) and several cyber security companies have been
alerting hospital institutions and healthcare organizations to be extra cautious
since they became some of the main targets of hackers during the Covid-19
pandemic.” In July 2020, an attempted cyber-attack occurred at the Hospital
Sirio-Libanés in Sdo Paulo, but the security systems themselves identified
the attempted breach and disconnected the server from the internet before
the crime could even take place. At the time, some tests such as magnetic
resonance imaging and tomography became unavailable, and these services
were stabilized only five days later.”” A few days later, the Health Department
of the city of Arapongas, in Parand, opened an administrative procedure to
investigate the leak and disclosure, on the Internet, of a list containing personal
data of patients infected with Covid-19.7* A few months before these episodes,

estadao.com.br/noticias/empresas empresas-e-hospitais-sofrem-ataque-cibernetico-em-
massa-na-europa,70001776946. Accessed: Nov. 2,2022.

72 Ciberataque paralisa 16 hospitais do Reino Unido. [Cyberattack paralyzes 16 hospitals
in the United Kingdom. Free translation from original]. Available at: https://brasil.elpais.
com/brasil/2017/05/12/internacional/1494602389_458942 .html. Accessed: July 2, 2022.

73 Brasil € lider em execugéo de ciberataques na América Latina, aponta pesquisa [According
to research, Brazil is the leader in executing cyberattacks in Latin America. Free translation
from original]. Sept. 26, 2019. Available at: https://ipnews.com.br/brasil-e-lider-em-
execucao-de-ciberataques-na-america-latina-aponta-pesquisa/. Accessed: Nov. 12,2020

74 Brasil sofreu 15 bilhdes de ataques cibernéticos em 3 meses, diz estudo [According to
research, Brazil suffered 15 billion cyber-attacks in 3 months. Free translation from
original]. Aug 6, 2019. Available at: https://exame.abril.com.br/tecnologia/brasil-sofreu-
15-bilhoes-de-ataques-ciberneticos-em-3-meses-diz-estudo/. Accessed: Nov. 2, 2022.

75 Os crimes dos hackers que interrompem até quimioterapia em sequestros virtuais de
hospitais [The crimes of hackers that are capable of interrupting chemotherapy in virtual
kidnappings of hospitals. Free translation from original]. Available at: https://www.bbc.
com/portuguese/brasil-40870377. Accessed: Nov. 2,2022.

76  Ap6s tentativa de ciberataque no Sirio-Libanés, setor da satide teme invasdes [After
an attempted cyber-attack on Sirio-Libanés, the healthcare sector fears invasions. Free
translation from original]. Available at: https://www]1 .folha.uol.com.br/cotidiano/2020/07/
apos-tentativa-de-ciberataque-no-sirio-libanes-setor-da-saude-teme-invasoes.shtml.
Accessed: Nov. 12, 2022.

77 Ap6s tentativa de ciberataque no Sirio-Libanés, setor da satde teme invasdes., cit.

78 Prefeitura vai apurar vazamento de lista de pessoas com Covid-19. [City council will
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Microsoft sent an alert to hospitals and healthcare organizations vulnerable to
attacks by hackers, in Latin America, Europe and other locations, particularly
because criminals know that hospitals are under pressure due to the pandemic
and, therefore, have no time to install updates, or pay attention to details in the
network settings.”

These incidents of data breaches can result from a variety of factors, such as
the lack of security in the transmission of data, absence of access passwords
and different permissiveness on the systems and applications that weaken
the protection and exchange of information. The various risks in the use of
artificial intelligence algorithms and the processing of sensitive data presented
herein composes a complex scenario that prompts the need to discuss important
ethical and legal issues, and the next chapter is dedicated to this endeavor.

3. Ethical and Legal Aspects of the Processing of the Patient’s Sensitive
Personal Data by Artificial Intelligence Algorithms in the Context of the
New Corona Virus Pandemic

In the medical field, when it comes to the processing of sensitive personal data,
among the main risks, as previously mentioned, are the irregular processing of
personal data, the difficulty of assessing liability for the automated decisions
in the processing of such data® and the lack of information or consent on how
the personal data was collected, processed and shared.®! Therefore, it is of the
utmost importance to investigate the laws that protect personal data.

investigate the leak of list of people with Covid-19. Free translation from original].
Available at: https://www.bonde.com.br/bondenews/parana/prefeitura-vai-apurar-
vazamento-de-lista-de-pessoas-com-covid-19-520472 html. Accessed: Nov. 15, 2022.

79 Microsoft envia alerta ‘inédito’ para hospitais vulnerdveis a ataques de hackers
[Microsoft sends an ‘unprecedent’ alert to hospitals vulnerable to hacker attacks. Free
translation from original]. Available at: https://g1.globo.com/economia/tecnologia/blog/
altieres-rohr/post/2020/04/03/microsoft-envia-alerta-inedito-para-hospitais-vulneraveis-a-
ataques-de-hackers.ghtml. Accessed: Nov. 12, 2022.

80 In this regard, it is relevant to refer to the debate over the existence or inexistence of
the right of the personal data’s subject to review, by a natural person, the decisions
taken solely on the basis of automated processing. This controversy dates back to the
circumstance in which the Medida Proviséria [Provisional Measure] (MP) no. 869/2018
and the subsequent Law no. 13.853/2019 changed the art. 20 of the Lei Geral de Protecdo
de Dados Pessoais [Brazilian General Data Protection Law] (Law No. 13.709/2018) to
suppress the provision, contained in the original wording of the document, according
to which “The data subject has the right to request a review, by a natural person, of
decisions taken solely on the basis of automated processing of personal data that affects
his or her interests” (emphasis added) [Free translation from original].

81 GRALL, Matthieu. CNIL (Commission Nationale de I’Informatique et des Libertés) and
Analysis of Big Data Projects in the Health Sector, cit., p. 235.
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Inrecentyears and in a variety of legal systems, there has been a profound change
in the understanding of the protection of personal data, opportunely recognized
as an aspect inherent to the privacy of the natural person.®? In this context,
it is important to highlight the recognition of the right to informational self-
determination, reframing the meaning of what was traditionally understood as
the right to privacy.® Particularly in the medical field, a complete advancement
in informational self-determination presupposes transparency and clarification
on which patient data will be processed, what is the destination given to it
(principle of purpose) and with whom it will be shared .3

In Brazil, without prejudice to the difficulties faced for the complete effectiveness
of the Lei Geral de Protecdo de Dados Pessoais [Brazilian General Data
Protection Law] (LGPD - Law No. 13.709/2018), there is an urgent need to reflect
on its provisions relating to general concepts and principles of the processing of
data, which are also supported by other normative sources and can be used in
extensive interpretation. Even before the LGPD was in effect, it was already
recognized that the fundamental right to the protection of personal data is “a
principle implicit in the Brazilian law, but the protection that can be presumed
from it extends its effects on the entire complementary normative framework,
guaranteeing rationality to the legal system and providing protection even before
the end of the vacatio legis of the LGPD” %

82 DONEDA, Danilo. Da Privacidade a Protecéio de Dados Pessoais, cit., p. 29.

83 For a further analysis of the reframing of privacy, today associated with informational
self-determination, it is essential to refer to the traditional lesson of RODOTA, Stefano.
A vida na sociedade da vigilancia: a privacidade hoje. Org. Maria Celina Bodin de
Moraes. Trad. Danilo Doneda e Luciana Cabral Doneda. Rio de Janeiro: Renovar, 2008,
p. 15 ff. RODOTA, Stefano. Por que é necessaria uma Carta de Direitos da Internet?
Civilistica.com, Rio de Janeiro, ano 4, n. 2, 2015. Disponivel em: http://civilistica.com/
por-que-e-necessaria-uma-carta-de-direitos-da-internet/. Acessed: Dec. 26, 2022. In this
sense, see also SOUZA, Eduardo Nunes de; SILVA, Rodrigo da Guia. Tutela da pessoa
humana na Lei Geral de Prote¢@o de Dados Pessoais: entre a atribuicdo de direitos e a
enunciagdo de remédios. Pensar, vol. 24, n. 3, july-sept./2019, p. 9 ff.

84 SCHAEFER, Fernanda; GONDIM, Glenda Gongalves. Telemedicina e lei geral de
protecdo de dados. In: ROSENVALD, Nelson; MENEZES, Joyceane Berreza de;
DADALTO, Luciana (coord.). Responsabilidade Civil e Medicina. Indaiatuba: Foco,
2020, p. 194-195.

85 FALEIROS JUNIOR, José Luiz de Moura; NOGAROLLI, Rafaella; CAVET, Caroline
Amadori. Telemedicina e protecao de dados: reflexdes sobre a pandemia da Covid-19
e os impactos juridicos da tecnologia aplicada a saide. Revista dos Tribunais,

Sédo Paulo, v. 1016, june 2020 [Free translation from original]. Still regarding the
recognition of a fundamental right to data protection, it is expressed: “even though
there is no constitutional provision in Brazil on the right to data protection as a
category of Fundamental Right, it is certain that its recognition can be attained by
several constitutional provisions: from the protection of privacy (art. 5, X), the right to
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A Brazilian milestone in the discussion on the protection of personal data as a
fundamental right implicit in the Federal Constitution is the recent judgment
of the Acdo Direta de Inconstitucionalidade [Direct Action for the Declaration
of Unconstitutionality] no. 6.387/DFE} concerning the Medida Provisdria
[Provisional Measure] 954, of April 17, 2020, which obliged telephone
companies to disclose, to the Instituto Brasileiro de Geografia e Estatistica
[Brazilian Institute of Geography and Statistics] (IBGE), their customer’s
mobile telephony, cell phone and address data during the Covid-19 pandemic.®’
The injunction that suspended this Provisional Measure was granted based on
the principles of purpose and proportionality in the processing of personal data
established in the LGPD (art. 6, items I, IT and IIT). From the Brazilian Supreme
Federal Court ruling, it can be ascertained that the irregular processing of
personal data can cause “irreparable damage to the privacy and private life
confidentiality of more than a hundred million users” ® citing, among others,

information (art. 5, XIV), the right to communications and data confidentiality (art. 5,
XII), or the individual guarantee of knowledge and correction of personal information
provided by habeas data (art. 5, LXXII) (...) privacy is the appropriate constitutional
locus of data protection, and this is demonstrated in the recognition that ‘data is a
constituent element of a person’s identity and must be protected to the extent that it
forms a fundamental part of their personality, which must have a privileged development
through the recognition of their dignity’ (...) the recognition of the right to the
protection of personal data as a Fundamental Right endows it with direct and immediate
effectiveness, typical of this category of law, resulting in it being acknowledged not
only in the relationship established between State and subject, but necessarily in the
relationships between individuals” (MULHOLLAND, Caitlin; FRAJHOF, Isabella Z.
Inteligéncia Artificial e a Lei Geral de Protecdo de Dados Pessoais: breves anotagdes
sobre o direito a explicacdo perante a tomada de decisdes por meio de machine learning.
In: FRAZAO, Ana; MULHOLLAND, Caitlin; (Coord.). Inteligéncia artificial e direito.
Sao Paulo: Revista dos Tribunais, 2019, p. 270 [Free translation from original]).

86 In Brazil, the “direct action for the declaration of unconstitutionality” is an instrument
to declare the unconstitutionality of law or federal norms, with respect to the current
Constitution. The current Brazilian constitutional jurisdiction is characterized by “the
originality and diversity of the available legal actions, either to dispute the constitutional
character of an act of the public power, or to protect the fundamental rights. Among these
actions are “mandado de seguranca” — a Brazilian innovation on the constitutional field
-,“mandado de injuncdo”, “habeas corpus”, “a¢ao civil piblica” and “a¢@o popular”. In
addition to these forms of diffuse constitutional control, there are other constitutional
actions related to the abstract constitutional control by the Brazilian Federal Supreme
Court, such as direct action for the declaration of unconstitutionality, direct action
for the declaration of unconstitutionality by omission, action for the declaration
of constitutionality and action against a violation of a constitutional fundamental
right.” (Available at https://www?2 stf jus.br/portalStfInternacional/cms/verConteudo.
php?sigla=portalStfSobreCorte_en_us&idConteudo=120199. Accessed: Nov. 12,2022.)

87 For more information: https://www.dataprivacybr.org/wp-content/uploads/2020/05/
Report-2.pdf. Accessed Nov. 12,2022.

88 STF, ADI 6387 MC-Ref, Tribunal Pleno, Rel. Min. Rosa Weber, julg. 7/5/2020. Ementa
do acérdao [Free translation from original].
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the article 5, item XII, of the Brazilian Federal Constitution - which ensures
that the secrecy of correspondence and of telegraphic, data and telephone
communications is inviolable -, to recognize that “[the] protection of personal
data and informational self-determination are fundamental autonomous
rights”.* On February 2022, the Brazilian Congress enacted the Constitutional
Amendment (EC) number 115, which establishes personal data protection as
a fundamental right in article 5 of the Brazil’s 1988 Federal Constitution:
“under the terms of the law, the right to the protection of personal data is
ensured, including in digital media” .

On the other hand, the recognition of the importance of personal data protection
is even more explicit in Portugal, whose 1976 Constitution of the Republic
provides, in its article 35:

1. Every citizen has the right of access to all computerised data that
concern him, which he may require to be corrected and updated, and
the right to be informed of the purpose for which they are intended, as
laid down by law. 2. The law shall define the concept of personal data,
together with the terms and conditions applicable to its automatised
treatment and its linkage, transmission and use, and shall guarantee
its protection, particularly by means of an independent administrative
entity. 3. Information technology may not be used to treat data
concerning philosophical or political convictions, party or trade
union affiliations, religious faith, private life or ethnic origins, save
with the express consent of the data subject, or with an authorisation
provided for by law and with guarantees of non-discrimination, or
for the purpose of processing statistical data that are not individually
identifiable. 4. Third-party access to personal data is prohibited, save
in exceptional cases provided for by law. 5. The allocation of a single
national number to any citizen is prohibited. 6. Everyone is guaranteed
free access to public-use information technology networks. The law
shall define the regime governing cross-border data flows, and the
appropriate means for protecting both personal data and other data
whose safeguarding is justified in the national interest. 7. Personal

89 STF, ADI 6387 MC-Ref, Tribunal Pleno, Rel. Min. Rosa Weber, julg. 7/5/2020. Voto do
Min. Luiz Fux [Free translation from original].

90 Data protection becomes a fundamental right in Brazil. Available at: https://www.zdnet.com/
article/data-protection-becomes-a-fundamental-right-in-brazil. Accessed: Dec. 28, 2022.
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data contained in manual files enjoy the same protection as that
provided for in the previous paragraphs, as laid down by law.”!

In Portuguese law, the protection of personal data is ensured not only by the
Constitution of the Republic of 1976 -°* since its first version in 1976 -, but
also by successive charters that regulate its application, until the recent Lei
Nacional de Prote¢do de Dados [Portuguese National Law on Data Protection]
(LNPD - Law No. 58 of 2019),” which came to regulate the implementation
of the General Data Protection Regulation of the European Parliament
(GDPR) in the Portuguese national law. Considering the precursor Law No.
67 of 1998 of Portugal (the former LNPD),”* the GDPR established some
relevant innovations regarding the processing of personal data, especially
in five aspects: 1) recognition of the importance of protecting personal data;
2) expanding on the concept of personal data, to include any data that could
identify the individual, even if indirectly; 3) strengthening of the rights of
data subjects (right to be forgotten and data portability); 4) introduction of
a sanctioning framework; 5) mandatory reporting to the Comissdo Nacional
de Protecdo de Dados [Portuguese National Commission on Data Protection]
(CNPD) of incidents related to personal data.”

In the Member States of the European Union, the current perspective on the
fundamental right to the protection of personal data derives essentially from
the legislative evolution of European countries, divided into four generations,
as explained by Bruno Bioni:

The first generation of personal data protection laws arises, as a result,
from the concern with the massive processing of citizens’ personal
data in the context of the Modern State formation. At that time, the
regulatory solution was to focus on the technology itself that should be

91 Auvailable at: https://www.parlamento.pt/sites/EN/Parliament/Documents/Constitution7".
pdf. Accessed: Dec. 26, 2022.

92 To analyze the evolution of the formulation of the Portuguese Constitution’s art. 35,
examining the successive changes to the original wording of this constitutional provision,
see generally CASTRO, Catarina Sarmento e. 40 anos de “Utilizacdo da Informdtica” - O
artigo 35.° da Constituicdo da Republica Portuguesa. e-Piiblica: Revista Eletronica de
Direito Publico, vol. 3, n. 3, Lisboa, dec./2016, passim.

93 Available at: https://www.uc.pt/protecao-de-dados/legis/20190808_lei_58_2019_
execucao_protecao_de_dados_e_livre_circ_de_dados. Accessed: Dec. 26, 2022.

94 Available at: https://www.uc.pt/protecao-de-dados/legis/19981026_lei_67_98_lpdp.
Accessed: Dec. 26, 2022.

95 Informacdo Administrativa e Protecdo de Dados. Available at: https://www.uc.pt/
protecao-de-dados/protecao_dados_pessoais/da_privacidade_a_protecao_de_dados.
Accessed: Dec. 26, 2022.
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domesticated and guided by democratic values. (...) In essence, what
defines the first generation of protection of personal data is its focus
on the governmental sphere, as well as on the premise of establishing
rigid rules that could tame the use of technology. Nevertheless, data
processing has transcended the governmental sphere, which increased
the number of actors and, symmetrically, the number of databases
to be regulated and authorized. This new scenario demanded a new
regulatory framework. (...) The second generation of personal data
protection laws is characterized by a change in the regulatory core.
It is concerned not only with state databases, but also with those in
the private sphere. (...) The expansion of the individual’s leading
role in the protection of personal data is the turning point for the
third generation of laws. At this stage, the rules for the protection
of personal data sought to ensure the participation of the individual
in all movements of his personal data: from collection to sharing. In
this manner, the perfect meaning of the terminology “informational
self-determination” would be accomplished since that, with this kind
of involvement, it is possible for the data subject to have extensive
control over his own personal information. (...) The fourth generation
came to cover this deficiency in the previous generations of laws.
The dissemination of independent authorities for the application of
personal data protection laws, as well as regulatory propositions which
excluded from the individual the possibility of choice regarding the
processing of certain types of personal data (e.g. sensitive), relativized
the mentioned importance of consent. At the same time, however, this
generational progress has not eliminated the leading role of consent.
Its centrality remained the hallmark of the regulatory framework. So
much so that, in the midst of this evolutionary process, consent started
to be described as having to be free, informed, unambiguous, explicit
and/or specific, as it occurred in the European Community Law.*

The European Community Law is a good example of the progression of the
concept of consent in the generational course of personal data protection laws,
indicating a trajectory in which the idea of consent emerges, is questioned
and, finally, is reaffirmed as the core of the discipline. Thus, the personal data

96 BIONI, Bruno Ricardo. Protecio de dados pessoais: a funcao e os limites do consentimento.

Rio de Janeiro: Forense, 2020, p. 109-121 [Free translation from original].
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subject remains its central point, in a very valuable paradigm that can serve as
an inspiration for the construction and interpretation of the rules regarding the
protection of personal data in Brazil.””

In accordance with the very significance of personal data for the current
policies on the protection of privacy, the Brazilian LGPD (art. 7,1, and art. 11,
item I) and the European GDPR (art. 6, no. 1, a, and art. 9, no. 1) reinforce the
need for the data subject’s consent for the processing of personal data to occur.
Both laws are categorical in the sense that, as a rule, the processing of personal
data will only be allowed when the data subject or his legal guardian consents,
distinctively, for specific purposes.”®

Taking the LGPD into account, consent is considered to be “a free, informed
and unambiguous manifestation whereby the data subject agrees to the
processing of his or her personal data for a given purpose” (art. 5, XII, Free
translation from original). The purpose in the processing of personal data is
comprised in a principle provided for in article 6, item I, of the LGPD.* In the

97 FALEIROS JUNIOR, José Luiz de Moura. A tutela juridica dos dados pessoais sensiveis
a luz da Lei Geral de Protecdo de Dados. In: LONGHI, Jodo Victor Rozatti; FALEIROS
JUNIOR, José Luiz de Moura. Estudos essenciais de direito digital. Uberlandia:
LAECC, 2019, p. 297-231.

98 In this regard, Aurelia Tamo-Larrieux explains the need for the data subject’s consent to
always be specific to a particular purpose: “The purpose limitation principle essentially
states that personal data should be collected for specified, lawful, and legitimate
purposes, and not be further processed in ways that are incompatible with those purposes.
The underlying goal of this principles is ‘(...) not to let a one-time legitimization of a
single instance of data processing provide a blank check for unlimited further uses of
data.” The purpose limitation principle calls for an assessment of whether the originally
stated purposes for collection of data are consistent with the actual processing that takes
place. The principle encompasses three requirements. First, the definition of the purpose
of the collection must be stated prior to the actual collection. This criterion has a time
component (i.e., the specification occurs prior to the collection) and a quality component,
namely the exposition of the purposes in concrete, specific terms (typically in writing).
Second, the purposes must be legitimate. In this case, legitimate can mean lawful or have
a broader meaning such as socially acceptable. Since data protection legislation exhibits
a procedural character, legitimacy can be more narrowly understood to mean compliance
with procedural norms. The third requirement states that the purposes for which the data
is processed at a later stage (so-called secondary purposes), should not be incompatible
with those that underlie the data collection in the first place” (TAMO-LARRIEUX,
Aurelia. Designing for Privacy and its Legal Framework. Data Protection by Design
and Default for the Internet of Things. Cham: Springer, 2018, p. 90).

99 In verbis: “Art. 6 Activities of processing of personal data shall be done in good faith and be
subject to the following principles: (...) purpose: processing done for legitimate, specific and
explicit purposes of which the data subject is informed, with no possibility of subsequent
processing that is incompatible with these purposes” [Free translation from original].
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event of changes in the purpose of the processing of personal data that are not
compatible with the original consent, the LGPD provides that “the controller
shall previously inform the data subject of the changes of purpose, and the data
subject may revoke his or her consent if he or she disagrees with the changes”
(art. 9, § 2 of the LGPD, Free translation from original).

The GDPR, in turn, in the article 4, item 11, defines consent as “freely given,
specific, informed and unambiguous indication of the data subject’s wishes
by which he or she, by a statement or by a clear affirmative action, signifies
agreement to the processing of personal data relating to him or her”. The
withdrawal of consent occupies a significant place in the GDPR. According
to article 7(3), “The data subject shall have the right to withdraw his or her
consent at any time. The withdrawal of consent shall not affect the lawfulness
of processing based on consent before its withdrawal. Prior to giving consent,
the data subject shall be informed thereof. It shall be as easy to withdraw as to
give consent”.'®

Faleiros and Dresch describe the essential function of the personal data subject’s
consent in the LGPD, drawing a comparison with the European GDPR, which
cites the word “consent” 72 times:

In the article 4 on the definitions, [the GDPR] defines consent as
“freely given, specific, informed and unambiguous indication of the
data subject’s wishes by which he or she, by a statement or by a clear
affirmative action, signifies agreement to the processing of personal
data relating to him or her (...). ” The Brazilian legislator treated the
issue in a similar manner since article 7 of Law No. 13.709/2018
considered the data subject’s consent as an essential requirement for
the processing of personal data: if the consent is not free, informed and
unambiguous (art. 5, XIT), the measure becomes illegal .!’!

100 The GDPR provides further guidance in article 7 and in Whereas Clauses 32, 33, 42 and
43 on how the controller should act to comply with the main elements of the requirement
of consent. The provisions and Whereas clauses on the withdrawal of consent in the
GDPR can be seen as a codification of the interpretation contained in the opinions of the
Article 29 Working Party (Art. 29 WP) on this matter. Art. 29 WP addressed this issue
in its opinion on consent - Opinion 15/2011 (WP 187) p. 9, 13, 20, 27 and 32-33, among
others, in its opinion on the use of location data. See Opinion 5/2005 of Art. 29 WP on
the use of location data with a view to providing value-added services (WP 115), p. 7. On
the subject, refer to EUROPEAN DATA PROTECTION BOARD, Guidelines 05/2020 on
consent under Regulation 2016/679. Available at: https://edpb.europa.eu/sites/edpb/files/
files/file1/edpb_guidelines_202005_consent_en.pdf Accessed: Dec. 26, 2022.

101 DRESCH, Rafael de Freitas Valle; FALEIROS JUNIOR, José Luiz de Moura. Reflexdes
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In both laws, it is the burden of the data controller to prove that the data subject
has given his or her consent for the data processing operation (art. 7, no. 1, of
the GDPR, and art. 8, § 2, of the LGPD). It is important to highlight that there
are established principles for the processing of personal data. Article 5 of the
GDPR indicates the following principles: lawfulness, fairness and transparency;
purpose limitation; data minimization; accuracy; storage limitation; integrity
and confidentiality; accountability. The list of principles introduced in article
6 of the LGPD contemplates the following: purpose, suitability, necessity, free
access, data quality, transparency, security, prevention, non-discrimination
and accountability. The purpose of establishing these guiding principles is to
restrict the processing of personal data, requiring that there be strict compliance
in order to recognize the lawfulness of the activity.

In the context of Brazilian domestic affairs, the LGPD expressly included
health data (although without defining it) in the concept of “sensitive personal
data”, which it defined as “personal data concerning racial or ethnic origin,
religious belief, political opinion, trade union or religious, philosophical or
political organization membership, data concerning health or sex life, genetic
or biometric data, when related to a natural person” (art. 5, I, Free translation
from original). According to the provisions of the GDPR, especially in the
title of article 9 (“Processing of special categories of personal data’), personal
data relating to health are considered to be a special category of data and
can then be defined as “special personal data”. Article 4, no. 15, defines data
concerning health as “personal data related to the physical or mental health of
a natural person, including the provision of health care services, which reveal
information about his or her health status”. Additionally, Whereas clause 35
of the GDPR provides an extensive and important definition of the concept of
data concerning health:

(...) all data pertaining to the health status of a data subject which reveal
information relating to the past, current or future physical or mental
health status of the data subject. This includes information about the
natural person collected in the course of the registration for, or the
provision of, health care services (...) information derived from the
testing or examination of a body part or bodily substance, including
from genetic data and biological samples; and any information on, for

sobre a Responsabilidade Civil na Lei Geral de Protecio de Dados (Lei N° 13.709/2018).
In: ROSENVALD, Nelson; DRESCH, Rafael de Freitas Valle; WESENDONCK, Tula
(Coord.). Responsabilidade Civil: Novos Riscos. Indaiatuba: Focus, 2019, P. 74 [Free
translation from original].
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example, a disease, disability, disease risk, medical history, clinical
treatment or the physiological or biomedical state of the data subject
independent of its source, for example from a physician or other health
professional, a hospital, a medical device or an in vitro diagnostic test.'"?

Despite the apparent significance given to the need for consent for the
processing of personal data (art. 7, I, of the LGPD, and art. 6, no. 1, a, of
the GDPR), especially for the data considered sensitive (art. 11, I, of the
LGPD, and art. 9, no. 1, of the GDPR), the LGPD and the GDPR establish
the unnecessariness of consent for the processing of sensitive personal data in
certain exceptional purposes.

The GDPR, in article 9, no. 2, provides that the processing of special personal
data is only authorized when: a) the data subject has given explicit consent
to the processing of those personal data; b) processing is necessary for the
purposes of carrying out the obligations and exercising specific rights in
the field of employment and social security and social protection law; c)
processing is necessary to protect the vital interests of the data subject or of
another natural person where the data subject is incapable of giving consent;
d) processing is carried out by a foundation, association or any other not-for-
profit body on condition that the processing relates solely to the members or
to former members of the body or to persons who have regular contact with
it in connection with its purposes and that the personal data are not disclosed
outside that body without the consent of the data subjects; e) situations in
which the processing relates to personal data made public by the data subject;
f) is necessary for the establishment, exercise or defense of legal claims or
whenever courts are acting in their judicial capacity; g) for reasons of substantial
public interest, namely in the field of public health; h) processing is necessary
for the purposes of occupational medicine; i) is necessary for reasons of public
interest in the area of public health, such as protecting against serious cross-
border threats to health or ensuring high standards of quality and safety of
health care and of medicinal products or medical devices; j) is necessary for
archiving purposes in the public interest, for scientific or historical research
purposes or statistical purposes.

102 General Data Protection Regulation (Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC). Available at: https://eur-lex.europa.eu/legal-content/PT/
TXT/?uri=CELEX%3A32016R0679. Accessed: Dec. 03, 2022.
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For the implementation of healthcare services, it is important to underline the
provision in item “c”, of article 9, no. 2, which addresses the situation where
the processing of data relating to the health of a person is necessary to protect
the vital interests of the data subject or of another natural person, in the event
of the data subject being physically or legally incapable of giving consent; In
addition to the provisions of the GDPR relating to the processing of personal
data in special categories, it is also necessary to comply with the provisions of
articles 29 to 31 of Law no. 58/2019 which ensures the implementation, in the
national legal system of Portugal, of Regulation (EU) 2016/679. According
to Portuguese law, in the processing of health data and genetic data, the
principle of the need to know information (art. 29, no. 1) governs the access
to personal data. Furthermore, the processing of these data must be carried
out by a professional obliged to secrecy or by another person subject to a
duty of confidentiality, and appropriate information security measures must be
guaranteed (art. 29, no. 2).

Concerning the LGPD, the processing of sensitive personal data can only
occur when the data subject or his or her legal guardian specifically and
prominently consents, for specific purposes (art. 11, item I), or in the following
cases provided for in item II of article 11: a) controller’s compliance with a
legal or regulatory obligation; b) shared processing of data when needed by the
public administration for the execution of public policies provided for in laws
or regulations; c) studies carried out by a research entity ensuring, whenever
possible, the anonymization of sensitive personal data; d) the regular exercise
of rights; e) protection of the life or physical safety of the data subject or a
third party; f) the protection of health, in a procedure carried out by health
professionals or by health entities; g) ensuring the prevention of fraud and the
safety of the data subject, in processes of identification and authentication of
registration in electronic systems.

For this reason, it seems possible to state that, according to the terms of the
LGPD, the doctor of a patient with a suspected case of Covid-19 could invoke
the legal basis of “protection of the life or physical safety of the data subject
or a third party” (art. 11, II, “e”, of the LGPD) to promote the insertion of a
patient’s health data - such as x-ray exams and computed tomography - on the
aforementioned Brazilian platform RadVid-19 or on the Portuguese diagnostic
system with the algorithm developed by INESC TEC - to assist in the diagnosis
generated by artificial intelligence algorithms.

Additionally, it can also be observed that, according to the provisions of the
LGPD, the consent of the patient would not even be necessary for the retention
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of his data in the cognitive diagnostic technology of Covid-19, for the purpose
of studies carried out by a research entity (art. 11, II, “c”, and art.16, II)
ensuring, as far as possible, the anonymization of personal data. Within the
scope of the GDPR, as previously mentioned, there is a provision in article
9, no.2, “j”, concerning the legal basis for the processing of sensitive data
when necessary for the purposes of scientific investigation.!®® On the subject,
Whereas clauses 33, 156 and 157 are also noteworthy:

(33) It is often not possible to fully identify the purpose of personal
data processing for scientific research purposes at the time of data
collection. Therefore, data subjects should be allowed to give their
consent to certain areas of scientific research when in keeping with
recognised ethical standards for scientific research (...)

(156) The processing of personal data for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes
should be subject to appropriate safeguards for the rights and freedoms
of the data subject pursuant to this Regulation. Those safeguards should
ensure that technical and organisational measures are in place in order
to ensure, in particular, the principle of data minimisation. The further
processing of personal data for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes is to be
carried out when the controller has assessed the feasibility to fulfill those
purposes by processing data which do not permit or no longer permit
the identification of data subjects, provided that appropriate safeguards
exist (such as, for instance, pseudonymisation of the data). (...)

(157) By coupling information from registries, researchers can obtain
new knowledge of great value with regard to widespread medical
conditions such as cardiovascular disease, cancer and depression. (...)
improve the quality of life for a number of people and improve the
efficiency of social services. In order to facilitate scientific research,
personal data can be processed for scientific research purposes,
subject to appropriate conditions and safeguards set out in the Union
or Member State law.

Regarding the possibility of data processing, it is important to cite the
matter of anonymization foreseen in article 12 of the LGPD and accepted,
concerning data related to health, under a pseudonymization measure (art. 13,
§ 4). Pseudonymization is defined in the Regulation in article 4, no. 5, of the
GDPR as “processing of personal data in such a manner that the personal
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data can no longer be attributed to a specific data subject without the use
of additional information, provided that such additional information is kept
separately and is subject to technical and organisational measures to ensure
that the personal data are not attributed to an identified or identifiable natural
person”. According to Whereas clause 26 of the GDPR, the principles of data
protection do not apply to anonymous information, that is, information that
does not concern an identified or identifiable natural person.

As it is known, under the terms of article 12 of the LGPD, as a rule,
“anonymized data shall not be considered personal data, for purposes of this
Law (Free translation from original)”, and, therefore, it is not affected by the
LGPD’s protective provisions. However, it is important to be cautions when
considering this legal provision, as the reversal of the anonymization process
results in the incurrence of LGPD and, although article 12, § 1, attempts to
shed light on the topic, there are no absolutely clear parameters about the
limits of data re-identification.'™

Furthermore, it should be emphasized that exceptions to the need for consent
in the discipline of both laws must be interpreted restrictively and with
caution, in deference to the primary protection given by the constitutional
axiological table to the dignity of the natural person and to their privacy, also
in the wake of the established understanding according to which the waivers
must be restrictively interpreted (art. 114 of the Brazilian Civil Code). It is also
important to point out that despite the exceptional exemption from consent,
the LGPD expressly establishes the need for the processing of personal data to
be observed in good faith and according to the principle of transparency (art.
6, caput and item VI).!%

103 The legal basis of article 9, no. 2, “i”, of the GDPR (“necessary to ensure high standards
of quality and safety of health care and of medicinal products or medical devices”)
could be argued for the retention of data in Covid-19’s cognitive diagnostic technology,
considering that the pseudonymized data of the patients improve the diagnostic algorithm
of Covid-19 and benefit those who use it.

104 As advised by MARTINS, Guilherme Magalhdes; FALEIROS JUNIOR, José Luiz
de Moura. A anonimizag¢@o de dados pessoais: consequéncias juridicas do processo de
reversdo, a importancia da entropia e sua tutela a luz da Lei Geral de Protecdo de Dados.
In: DE LUCCA, Newton; SIMAO FILHO, Adalberto; LIMA, Cintia Rosa Pereira de;
MACIEL, Renata Mota (Coord.). Direito & Internet I'V: sistema de protecdo de dados
pessoais. Sdo Paulo: Quartier Latin, 2019, p. 77.

105 In verbis: “Art. 6 Activities of processing of personal data shall be done in good faith and
be subject to the following principles: (...) transparency: guarantee to the data subjects of
clear, precise and easily accessible information about the carrying out of the processing
and the respective processing controllers, subject to commercial and industrial secrecy”
[Free translation from original]. In the GDPR, Whereas clause 58 describes the principle
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From the foregoing considerations on the processing of personal data
concerning health in the LGPD and in the GDPR, it seems to be necessary to
recognize the duty of the physician to pass on information to the patient about
the processing of their data, regarding the purpose (e.g., insertion in Watson
for Oncology), as well as the retention of their health data (anonymized) in
the cognitive technology after the end of the original treatment. It is worth
clarifying that this is a question of a standard conduct being imposed on the
healthcare professional including (rectius: above all) in the exceptional cases
of unnecessariness of consent. Given the significance of the matter, the
concern with integrity or compliance regarding the protection of personal data
in the medical field takes on a distinguished importance.'” The GDPR combines
digital compliance with routines that prioritize the protection of personal data
(such as privacy by design)." Precisely in this manner, the LGPD articulates
general provisions concerning good practices and governance (art. 50 and art.
51). With this, it is possible to discuss digital compliance, which is intended to
allude to solid guidelines for the implementation of personal data protection
policies, manifesting itself “in a series of duties related to the ethical conduct
of the data processing controllers”.!”® To exemplify, it is worth mentioning that

of transparency in data processing: “the principle of transparency requires that any
information addressed to the public or to the data subject be concise, easily accessible
and easy to understand, and that clear and plain language and, additionally, where
appropriate, visualisation be used. Such information could be provided in electronic
form, for example, when addressed to the public, through a website. This is of particular
relevance in situations where the proliferation of actors and the technological complexity
of practice make it difficult for the data subject to know and understand whether, by
whom and for what purpose personal data relating to him or her are being collected, such
as in the case of online advertising. (...)”

106 For an analysis of the origin and of some of the main legal effects of compliance in
Brazilian law, refer to OLIVA, Milena Donato; SILVA, Rodrigo da Guia. Notas sobre o
compliance no direito brasileiro. Quaestio Iuris, vol. 11, n. 4, 2018, passim.

107 Regarding the expression privacy by design, Faleiros and Martins demonstrate: “it
is in article 25 of the European GDPR and imposes the imperatives of protection
of personal data and privacy on any action taken by a company that performs the
processing of personal data, at all stages. This includes internal projects, product
development, software development, IT systems and more. In practice, it means that the
IT department, or any department that processes personal data, must ensure that privacy
is incorporated into a system throughout the system lifecycle or process” (MARTINS,
Guilherme Magalhdes; FALEIROS JUNIOR, José Luiz de Moura. Compliance digital
e responsabilidade civil na Lei Geral de Protecdo de Dados. In: MARTINS, Guilherme
Magalhdes; ROSENVALD, Nelson. Responsabilidade civil e novas tecnologias.
Indaiatuba: Foco, 2020, p. 291 [Free translation from original]).

108 MARTINS, Guilherme Magalhédes; FALEIROS JUNIOR, José Luiz de Moura.
Compliance digital e responsabilidade civil na Lei Geral de Prote¢do de Dados. /n:
MARTINS, Guilherme Magalhdes; ROSENVALD, Nelson. Responsabilidade civil e
novas tecnologias. Indaiatuba: Foco, 2020, p. 264 [Free translation from original].
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IBM, developer of the cognitive technology platform Watson for Oncology,
provides a document on “Data Security and Privacy Principles for IBM Cloud
Services”, in which the company specifies data security and privacy measures
in cloud services, policies and procedures designed to manage risks associated
with applying changes to its cloud services.'”

Data governance is also provided for in the European Commission’s “Ethics
Guidelines for Trustworthy AI”, being considered a requirement directly linked
to the principle of damage prevention and the fundamental right to privacy.'°
This is because, throughout the lifecycle of a system with artificial intelligence
algorithms - such as Watson for Oncology —, data security protocols must be
adopted, indicating information such as the means of the processing of user
data, the people who will have access to them and the specific circumstances
in which these access may occur.

4. Conclusion

In this century, the Digital Age and the new technologies completely
transformed the possibilities of a better and more accurate diagnosis, as this
research tried to point out. The digitization process allowed patients’ physical
data to be transferred from paper folders to electronic health records. As a
result, after decades of digitizing medical records (with growing cloud storage),
the healthcare sector has created a huge (and continuously growing) set of
data. This digitization in the healthcare sector was a decisive first step into the
implementation of artificial intelligence in the rationalization of workflows
in hospitals, in the efficiency of medical diagnosis and, above all, in the early
detection of diseases.

The digital revolution promoted by the spread of artificial intelligence and the
phenomenon of big data has prompted profound transformations of the most
diverse orders in the field of healthcare. In the current scenario, it was precisely
the digitized data of the thousands of patients diagnosed with Covid-19 that
allowed for the creation of an algorithm capable of identifying the disease from the
analysis of thoracic tomography of new patients. Artificial intelligence systems
in the diagnostic analysis of Covid-19 provides, as previously mentioned, are

109 Data Security and Privacy Principles for IBM Cloud Services Available at: https://www-
03.ibm.com/software/sla/sladb.nsf/pdf/KUP12494/$file/KUP12494BRPT.pdf. Accessed:
June 23, 2022.

110 EUROPEAN COMMISSION. Ethics Guidelines for Trustworthy AI, of 11 of August
of 2019.
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an important support for clinical decision, owing to their ability to quickly and
efficiently process and analyze a large amount of data. Therefore, this opens the
possibility for a fast diagnosis of a disease with exponential growth of infected
people and that has an extremely rapid evolution.

Nevertheless, celebrating the benefits of artificial intelligence in supporting
the diagnosis of Covid-19 should not overshadow the attention to the risks
underlying the implementation of this technology into medical practice. As
remarkable as artificial intelligence is in the analysis of numbers and data
processing, its natural fallibility cannot be ignored, since there is a significant
degree of algorithmic inaccuracy, in addition to the possibility of unpredictable
results due to the self-learning potential of these intelligent algorithms.

In essence, this is the fundamental purpose that is expected to have been
accomplished with the present 